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Web can provide. One of the factors that boosted this ability was the evolution of the 
Web Servers. Using the web server technology man can be connected and exchange 
information with the most remote places all over the world. So, the web can be thought as 
a mass medium. This study will provide the necessary information required to configure a 
Web Server within the boundaries of an academic Intranet. It will also serve as an 
example for both Greek and US DoDs or other organizations seeking to implement a 


Web Server as an improvement to their existing Servers. 
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I. INTRODUCTION 


The World Wide Web (www) and the Internet generally are not inventions of the 
last decade. Their history dated from the early 70’s when it started as ARPANET 
(Advanced Research Projects Agency Network), a military wide area network for the US 
DOD. During the ARPANET projects, packet switching and a new communications 
protocol suite were developed: The Transmission Control Protocol/ Internet Protocol, 


widely known as TCP/IP. 


During those years, only Government facilities, University campuses and large 
corporations used mainframes, minicomputers, or supercomputers to run _ their 
applications. However, the evolution of Personal Computers (PC’s) in the early eighty’s 
has boosted web activities to the business and public sectors. This development combined 
with the significant reduction of PC prices provided people with greatly enhanced 
computing power. This fact was combined with a tremendous increase in computer 
performance, which started primarily in the past decade. In addition, the evolution of 
land-based and satellite telecommunication provided access to this increased computing 


power through the Internet on a worldwide basis. 


One of the crucial factors that supported this ability was the evolution of web 
servers. Through this technology, people can connect to and exchange information with 
most remote locations. Today, computers and the Internet can be thought of as a mass 


medium for communication among the people; in few years in will be as necessary as the 


telephone is today. One current use of the Internet is for IP Telephony, which can deliver 
voice, fax, or video packets in a dependable flow to the user. So, the replacement of 


conventional telephony with IP may occur in the near future. 


Furthermore, web technology 1s now radically transforming the traditional way of 
doing business. E-commerce is the present and the future way of doing business, selling 
any kind of items from software to agricultural products. "Friction Free economy theory” 
as described by Naval Postgraduate School (NPS) Professor Ted Lewis [Ref.1], resets 
Adam Smith’s and Maynard Keynes’ economic theories, at the speed of the Internet. So, 
the Internet is pervasive and whoever ignores this fact, will soon fall behind and 


eventually disappear from the "business decision chessboard". 


Web technology is used by many organizations, institutions and business 
corporations. Among them is the Naval Postgraduate School. The use of the Internet is 
necessary for both faculty and students. Classes, notes, assignments, presentations, and 
other sources of information about a course or an academic issue can be placed on a web 
site. Everyone who has a connection to the Internet can access, browse, copy or pmint 
anything that the user needs. E-mail is widely used and is one of the primary means of 


exchanging ideas and assignments. 


The implementation of public web sites requires configuration of a program, 
called a web server, which has to be installed on a publicly accessible computer. A web 


server 1S a program that runs under a designated machine and operating system for 


making documents available to Internet visitors through a web browser. A web browser is 
a chent program that provides a way to view and interact with information on a web 
server. By visiting a web site, we can see a large variety of web pages. Some of the most 
well-known and widely used browsers are Microsoft's Internet Explorer and Sun’s 


Netscape Navigator. 


Thus, through a thorough study of web server technology, and after considering 
the advantages and the disadvantages of each case, this thesis will define which solution 


is most appropriate in configuring a web server of an academic intranet. 
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Il. WEB SERVER TECHNOLOGY 


A web server 1S a system that combines hardware and software with the mission 
to provide information to clients. This system receives requests for information from a 
client via the Internet and after processing these requests and checking their validity, 
retrieves or generates the desired information and transmits it back to the client. A web 
server utilizes the client/server model and the World Wide Web’s Hypertext Transfer 
Protocol (HTTP) provides web pages to users. Every computer on the Internet that 
contains a web site must have a web server or alternatively the web site files must be 


uploaded to a computer that has a web server. 


The factors that have significant impact on a web site performance are the 
hardware that hosts the server, the operating system under which it runs, and the web 
server software. After thorough research on the Naval Postgraduate School campus, forty 
web servers were found to be in operation. Appendix A, contains information about them 


and Appendix B contains a web server baseline assessment. 


A. NETWORK PROTOCOLS 

A necessary part of the technology required to setup an Internet or Intranet 
environment in a company is to Select a specific protocol for use on the corporate 
network. The protocol that is widely used for Internet technologies is known as the 
Transmission Control Protocol /Internet Protocol or TCP/IP. This protocol can operate on 
Ethernet or Token Ring Local Area Networks (LANs), on various Wide Area Networks 


(WANs), and even over standard telephone lines that are connected to a modem. UNIX 


5 


systems have implemented TCP/IP as a standard feature. Smaller systems like Windows 


9x and NT have TCP/IP built into their operating system. 


Mainframes also use TCP/IP in conjunction with proprietary networking 


protocols. Some examples are IBM’s SNA and DEC’s DECnet. 


B. HARDWARE PLATFORMS FOR WEB SERVERS 

Regarding hardware, there are three main categories 1n which web servers 
"reside". These include: 1) UNIX systems like Sun, Silicon Graphics, IBM, and or HP 
2) Windows based _ systems that can utilize Intel, RISC technology, Alpha, AMD or 
Cyrix processors, and 3) Apple’s Macintosh systems that use Motorola 68x, or PowerPC 
processors. The UNIX operating systems, such as LINUX, Sun OS, Solaris, HP/UX, 
IBM/AIX and IRIX are primarily used in large systems, while smaller systems like PCs 
run under Microsoft’s Windows 9x, NT or Windows 2000 operating systems. In 


Appendix C, there is a suggested configuration for a PC/Windows 9x-NT platform. 


For web server software, it was observed that larger systems use Apache and 
Netscape’s Enterprise Server while the smaller systems primarily used Microsoft’s 
Internet Information Server (IIS) web server. Of course, there are some other 


combinations of hardware platforms, operating systems and web server software. 


Web servers often come as part of a larger package of Internet- and intranet- 
related programs for serving e-mail (e-mail servers), files (ftp servers), and building and 
publishing web pages (web publishers). Considerations in choosing a web server include: 


6 


how well it works with the operating system (that runs in a specific computer) and other 
servers, its ability to handle server-side programming and publishing, search capabilities, 


and web site construction tools that may be included. 


c WEB SERVER SOFTWARE SOLUTIONS 
The software to be used for a web server is closely related with the hardware 
platform that will host the web server. We can divide this software in two main 


categories: UNIX/LINUX based machines and the Windows 9x-NT machines. 


1. Unix-Linux Based Web Servers 

Web servers with heavy traffic require machines that are usually running under 
Unix-Linux operating Systems. The most popular web server is Apache, an open source 
web server that is free [Ref.2]. Apache 1s available for both 32-bit Windows and UNIX- 


LINUX based operating systems. (see Figure 1) 
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Figure 1: Apache Web Server Logo 


2. Pc/Windows 9x-NT Based Web Servers 
For relatively light to medium traffic on a web site, Microsoft provides Internet 
Information Server (IIS). HIS is bundled with Windows NT server. For PC’s that use 
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Windows 9x/2000 as their operating systems. there 1s a special version of US called 
Personal Web Server (PWS) [Ref.3] (see Figure 2.}. Netscape offers, its Fast Track and 
Enterprise servers. If the web site 1s expecting to have heavy traffic, OReilly’s WebSite 
[Ref.4] (see Figure 3). Smart desk Personal Web Server, Imatix Xitami [Ref.5] and Sun’s 
Java web Server are some of the solutions that can handle the load effectively. All of 


these web servers can be downloaded for free from the Internet. 
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Figure 3: O'Reilly's Website Professional Server Properties Page 


3. Windows 2000 Based Web Servers 

Another solution for the enterprises that wish to upgrade from Windows NT based 
Internet Information Server (IIS) version 4.0. is the latest version IIS V.5.0. This version 
is included with Microsoft 2000 Server editions. IIS 5.0 is a high performance web server 
containing many improvements compared with the previous IIS versions. Its first 
characteristic is the smaller size (about 30 MB) of the files. In addition, US v 5.0 provides 
performance application protection, security enhancements. Furthermore, it supports 
many standards such as Fortezza (a new D.O.D security standard), Transport Layer 
security (using SSL v 3.0), Digest Authentication (a method of hashing authentication 
information introduced in Internet explorer 5.0) and Kerberos v 5.0 authentication 
protocols that are used in Windows 2000. Suvlliy IIS v5.0 features Web based 
Distributed Authoring and Versioning (WebDAV), which is a standard designed to 
simplify the construction of intranets and provide the ability for multiple users to publish 


documents to acommon Web server. 


On the other hand, there are some cons such as the lack of a Unix version, and the 
lack of documentation on the newest features. In addition, IIS runs only on the Server 
edition of Windows 2000 and the remote Web-based administration is still somewhat 


lacking. [Ref.6] 


D. WEB BROWSER SOFTWARE 
A web browser is a program that is used to view the web pages that exist on 
various web sites. The types of computing platforms we use can influence the selection of 


an appropriate browser. So, first we have to check the operating systems that run under 
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the respective hardware platforms and the versions we need. Another characteristic to 
consider is the browsers Java-capabilitv. The most widely used web browsers are Sun’s 


Netscape Navigator (see Figure 4), and Microsofts Internet Explorer (see Figure 5). 
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Figure 5: Internet Explorer 
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E. OTHER WEB SERVERS 

Novell’s offers a web server for users of its NetWare operating svstem and IBM’s 
family of Lotus Domino servers are used primarily for IBM’s OS/390 and AS/400 
mainframe computer customers. These web servers are used to handle high volume 


needs. 


In the world of unique, there 1s the Matchbox web server, which 1s the smallest 
web server, ever created. This server runs on a single-board AMD 486-SX computer with 
a 66 MHz CPU, utilizes 16 MB RAM. and 16 MB flash ROM, which is big enough to 
hold an adequate amount of the Red Hat 5.2 Linux operating system, including the HTTP 
daemon that runs the web server. It communicates with the outside world via two serial 
ports, a printer port, and a connector for a floppy drive. It measures 2.8” x 1.8" for an area 
of 5 square inches. Being 0.2” thick, this makes the volume one cubic inch (16 cc’s). It 
weighs 3/4 oz (20 grams). This server was constructed in the Wearable Computing 


Laboratory at Stanford University [Ref.7] (see Figure 6). 





Figure 6: The Matchbox Web Server 
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F. HOW A WEB SERVER WORKS 
Generally speaking, a server is a computer program that provides services to other 


computer(s) (see Figure 7). 


Request HTML page from server 


= 


Send an HTML page to client | .. 








Client Server 


Figure 7: Client/Server Programming Model 


In the client/server programming model, a server is a program that awaits and 
fulfills requests from client programs in the same or other computers. A given program 
(application) in a Computer may run as aclient which requests services from other 


programs and as a server of requests from other programs. 


For our purposes, a web server responds to requests for HTML pages. A page is 
the basic unit of information transfer on the web, although. the user can request a 
download of a file. A web client is the requesting program associated with the user. The 
web browser (i.e. Netscape Navigator or Internet Explorer) in our computer is a client 


that requests HTML pages from web servers. 


Ii. OVERVIEW OF A WEB SERVER 


A. WEB SERVER CHARACTERISTICS 

1. Factors that Affect the Choice of a Web Server 

Generally, all web servers perform the function of delivering a document to a 
client(s) when the document's web address (or to be more specific, the Uniform Resource 


Locator (URL)) 1s requested. 


Web servers have many capabilities. Common features include the ability to log 
accesses to files or databases, execute applets that may be written in languages like Java 
or JavaScript, execute server side scripts and process “clickable” image maps. Security 
features typically allow a web site administrator to restrict a portion of the document tree 
to authorized users. Since, most sites are usually limited by the speed of their network 
connection. the performance of a web server (with only few exceptions) should not be a 
major factor in the choice of our web server. Of course, a crucial factor is the size of the 


documents, images or other files that we'll be serving. | 


Another critical issue in the choice of a web server is the operating system that the 
hardware platform will use. Some of the options offered, include the Unix family of 
operating systems, Windows 9x or NT or 2000 and Apple’s OS. All of these have 
advantages and disadvantages, but they all support the TCP/IP protocol, which is 


essential for the operation of a web server. 


2. Overview of a Personal Web Server 

As previously mentioned, a personal web server 1s a program that can turn a 
personal computer into a web server. Generally speaking, what ever is personal is 
something not in large scale or size. So. a personal web server covers the needs of an 
individual or a small business. The use of such kind of web server, provides us with sorne 


advantages and but there is also some limitations that we must keep in mind. 


3. Advantages of Using Personal Web Servers 

The first advantage is the ability to maintain our own log files. This feature gives 
us information about our web site traffic and data of each visitor. In addition, our site can 
function as a simple FIP server bv allowing users " browse directory”. This method helps 
the visitors of our site to browse folders and access publicized files faster than if we put 
them in web pages. Finally, ease of use and simplicity 1s verv essential for non- 


experienced developers in order to develop an entry-level web server. 


4. Limitations of Personal Web Servers 

Personal web servers are made for serving a limited volume of web traffic. This 
primarily means that they can efficiently handle only five to ten visitors simultaneous 
connections. So, if we expect higher traffic, more robust web server will be required. 
Microsoft’s Internet Information Server (IIS) or Apache’s web server are common 


solutions in high traffic cases. 


14 


B. WEB CLIENT CHARACTERISTICS 

Recall from Chapter II that a web browser (i.e. Netscape Navigator or Internet 
Explorer) plays the role of a client that requests HTML pages from web servers. There 
are a wide variety of web browsers available for use today. Some Internet Service 
Providers (ISP’s) such as America on Line (AOL) offer web browsers along with their 
connection software package. Nevertheless, the largest slice of the web browser market 


belongs primarily to two: Microsoft Internet Explorer and the Netscape Navigator. 


Internet Explorer (IE) is the web browser that Microsoft offers with Windows 95 
or 98. The latest version of IE is 5.5. 1s bundled with Windows 2000 Professional, but can 
also be downloaded for free from the Microsoft's web site. Sun Microsystems, offers 
Netscape Navigator. Navigator is the browser component of the Netscape 
Communicator software package that contains several other tools, such as Messenger 
(email) and Composer (web page editing). The latest version is 4.77 can also be 


downloaded for free from Sun’s web site. 


Both IE 5.5 and Netscape Navigator are excellent browsers and offer many tools 
to their users. They have a lot in common and do almost the same job using different 
methods. The evaluation of these two web browsers 1s beyond of the scope of this thesis. 
Nevertheless, the major difference is the way they handle email. Because, IE 5.5 does not 
incorporate any mailing program, Microsoft offers (together with Windows 9x or 2000) a 
specialized email handling program called Outlook Express (see Figure $8). On the other 
hand, Netscape Messenger is an email client included in the Netscape Communicator 


package (see Figure 9). 
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Figure 8: Microsoft Outlook Express 3.0 












° 4 ‘ f. oi a " : . a om ; - : ' —_ — Fh a 7 a a 
A) YS I «+ ee” Cl. ve Exz 
Seems New Mag rey sp 7 Ne “ Dawe us = 
1 | Sect | ® | Recamert | D.xs “| Proety al» 
| 
“% Oats Pe 
“ay Tesxpintes (4 
ZS Sent 
wy Tosh 
| 
; 
4 
* 
a i eee odin 0 Ueda a ee Se, a ee me 





Figure 9: Netscape Messenger 


16 


c WEB SITE DEVELOPER TOOL CHARACTERISTICS 

A web server can manage one or more web sites. Every web site consists of one 
or more web pages. For the educational purposes of this thesis, I developed a web site 
named NPS Student Information Center (NPSSIC). This web site has a welcome page 
that offers two choices: An English site and a Greek one. The welcome pages of this site 


are shown on Appendix D. 


Microsoft Front Page 2000 was used to develop the necessary web pages (see 
Figure 10). This software tool, which provides flexibility and multiple features, proved to 
be very handy and useful. The resemblance with the other Microsoft applications such as 
Microsoft Word and the user-fnendly environment gives Front Page 2000 an advantage 
over the other web page developing tools. Recently, Microsoft’s Front Page 2000 was 
rated as an editor’s choice for novice users who want to design simple web sites [Ref.8]. 
For the advanced users who wish to design an advanced site editor's choice went to 


Macromedia’s Dreamweaver 3 [Ref.8]. 


Front Page 2000 has the ability to edit different kinds of web pages like HTML 
format (.htm), Cascading Style Sheet (.css) format or Active Sever Pages (.asp) format. 
ASP is a server-side scripting language. This means that ASP code is first processed at 
the server and then it is sent to the web, while HIML pages are processed by the client 
(web browser). This ASP characteristic gives additional security to our web pages, 


because we can write code that will never be viewed from a web browser. 


7 








fA" ~« a ae pe he A Oo a) 
~Nonms > OB OUT OG Oe ME HE OFS SS ik te a a, * < 
x 
sia |\Nowmnt CATH Z Peso 7 Lo 21 
masa EO So icconcs over BS Nt 
nes coe aN Ag SE Se Seekbesee 
Ret QHSEGAR SSK racosatt word: Oh..| RS Mncrosoft FronP a RNS Soden inom... 2 STE co am 


Figure 10: Microsoft Front Page 2000 


In addition, Microsoft FrontPage provides the following support that let us take 


the advantage of advanced Web browser technology [Ref.9]: 


1. ActiveX controls 


ActiveX controls are software components that we can reuse and insert in our web 
pages in order to produce multimedia effects. pop-up menus, interactive menus, and other 
sophisticated applications. These controls can be written in a variety of modem 


programming languages such as Java, C++ and Visual Basic. 


2. Java Applets 


aah @ 


Java applets are like the ActiveX controls that are written in Java programming 


language. These applets can provide dynamic elements and interactive characteristics on 


18 


Web pages. Thus, when we browse a web page that contains a Java applet, its 


components are downloaded and executed at a run time, only for that browsing session. 


3. Web Browser Plug-ins 

Plug-ins are small software pieces that can extend the functionality of a web 
browser. Using plug-ins we can make our browser capable of handling specific file types 
like image files, sound files or animation files. Plug-ins are supported by Internet 


Explorer 4.0 or later. 


4. Scripts 
Scripts are pieces of programming code that we can add to web pages for Web- 
based solutions development. Using scripts we can handle page elements without 


knowing the details of HTML code. 


5. Secure Socket Layer 

Another useful feature of Microsoft FrontPage 2000, that is not only useful but 
also necessary for the electronic commerce, is Secure Socket Laver (SSL). SSL is an 
open standard that was designed to prevent hackers to intercept private or sensitive 
information (such as bank account numbers, credit card numbers or social security 
numbers) sent over a network or through the Internet. Using SSL our web browser 
encrypt its communication with a web server. 

FrontPage can take advantage of SSL in the following wavs: 


e Communicate securely between the client and the web server. 
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e Create secure hyperlinks in our web pages. Secure hyperlinks are indicated 
by https:// instead of the http:// before the URL or the Internet address of the 
web server and the target page. 
Web servers that support the SSL standard include Microsoft IIS, Netscape 
Enterprise Server, O'Reilly WebSite Professional and Stronghold Web Server. Since SSL 


feature 1s not enabled by default, we have to check it in order to activate it. 


IV. WEB SITE DEVELOPMENT 


A. INTERNET CONNECTION 

When we consider the construction of our web site the first problem to be 
resolved is the Intemmet connection that this site will utilize. First, we could install it on a 
web server provided by an Internet Service Provider (ISP). Second, we could host a web 
server on an ISP site. Finally. we could install a high-speed Internet connection (i.e. DSL) 
that will be dedicated for use from our web server. Each of the previously mentioned 
solutions has advantages and disadvantages. The factors that must be taken into 
consideration, in order to achieve the highest performance with the lowest budget, 
include: 

e The type and the source of information that our web site will be serving, 

e The amount of traffic, which will be generated. 


e The Intemet connectivity that is in place within the organization. 


B. LOCATION OF THE WEB SERVER 
In choosing the location of our web server, we must consider the following four 
main connecting options: 
e The first is to connect it on an Intranet ora LAN without a firewall, 
e The next is our server will be connected to stubnet, 
e The third is it inside an Intranet or a LAN and inside a firewall, 
e The last is to connect it outside an Intranet ora LAN and out side a 


firewall. 


All the above options have their pros and cons and we have to decide having as 
criteria. the above-described factors. Firewalls are systems that protect our servers from 
outer attacks. Thev are descnbed in more detail below in the paragraph named “WEB 


SERVER SECURITY « 


1. Connecting the Server on a LAN or Intranet 
Putting our web server inside a local area network or an Intranet (see Figure 11) 


could provide us with some advantages, but we would have some limitations too. 
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Figure] 1: A Web Server Inside a Local Area Network (LAN) [Ref.13] 


In this case we connect our server (as the rest of the LAN computers), directly to 
the hub, the hub 1s connected to the router, which in tum is directly connected to the 
Internet Service provider. 

a. Positives 
Installing our web server inside a Local Area Network could provide us 


higher security. Security can be provided by a proxy server (firewall), which protects all 


IO 
IO 


the LAN computers from possible attacks. Furthermore, we will have faster access to the 
Internet using the high-speed routers that the network utilizes. 

b. Negatives 

First, we are not fully independent to do what we like and we have to comply 
with the security or other regulations of the LAN administrator. Second. any problem that 
shuts down the LAN will bring down our web server while the problem exists. Finally, 


we may be obligated to choose the same hardware and software used by the other LAN 


computers. 


2. Connecting the Server to a Stubnet 
A stubnet 1s actually a subnet with few connected computers. The rest of the LAN 


can be connected to the Internet. as previously mentioned (see Figure 12). 
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Figurel12: A Web Server Connected to a Subnet [Ref.13] 


The device that appears in Figure 12, used to join individual subnets to the 
Internet (via a router) is a switch but it can also be a bridge. A bridge 1s used to separate 
two or more local networks. It can pass traffic between the networks, based on 
knowledge about which hosts are on which interface on the bridge. 

a. Positives 

Since the web server is isolated from the other LAN(s), the performance of 
both the web server and the LAN(s) can be improved. 

b. Negatives 

Installing our web server outside a Local Area Network security environment 


is more vulnerable to possible attacks. 


3. The Server is Inside an Intranet or a LAN and Inside a Firewall 
When we put our web server inside a LAN (see Figure 13), which 1s connected to 
a firewall system. we have to configure the firewall in order to allow the HTTP traffic 


that is forwarded to and from our server. 
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Figure 13: A Web Server Connected Inside an Intranet or a LAN and Inside a Firewall 


Of course, using this topology can be a considerable security nsk. The solution 
to this issue 1S to use a proxy HTTP server in our firewall system. The proxy server 
blocks the direct access to the LAN and our server. When a proxy Server receives a 
request from the Internet, 1t contacts the web server and retrieves the requested web page. 
Since, most of proxy servers provide caching, then the web pages that have been recentlv 
accessed are stored on the proxy server and proxy’s sole responsibility 1s to check if the 
file that in cache and the file that 1s in the server are identical. If they are different, it 
retrieves a copy, It places it to its cache and sends it to the user who requested it 
otherwise it sends the cached copy. 

a. Positives 

Using caching techniques, the performance of our server can be high. In 
addition. possible attacks can reach only the cached web pages and files located on our 
web server or on LAN computers remain untouched. 

b. Negatives 

This solution 1s more complex and simultaneously more expensive, because it 


demands more hardware and software. 


4. Server is Placed Outside a LAN and Outside of a Firewall 
The final] alternative 1s to connect our web server directly to the Internet and 
outside a firewall (see Figure 14). This topology allows bypassing the complexity of the 


previous solution and provides us with higher level of freedom and functionality. So, we 


have absolute control of the web server. Furthermore, we avoid the traffic that leads to 


and from the LAN. 
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Figurel4: A Web Server Connected Outside the Internet or a LAN and outside a Firewall 


a. Positives 

Installing our web server outside inside a Local Area Network we can have 
complete control over the server. In this case we connect our PC directly to the Internet. 
You can choose the combination of hardware and software that provides the features that 
you want. Set up access control and security restriction 

b. Negatives 

The price of independence is balanced by security problems that can be 


encountered by possible attacks cf some hackers. 


Cc CHOOSING THE RIGHT HARDWARE AND SOFTWARE 
1. Hardware 


The platform that will be used is a crucial factor that will also influence the 
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software to be used. The higher the performance of our machine is the better the results 
of our web server will be. Of course, we have to bear in mind that the crucial factor that 
will affect our decision in choosing the nght hardware is the level of our business or 
organization. This means that if our business is relatively small, it would be waste of 
money to purchase very expensive, high-end machines in order to cover a low traffic web 


server needs. 


For the purpose of this thesis, we will experiment with two web servers and install 
one server in a personal computer with a Penttum 200 MMX CPU and 82 MB of RAM 
and a second in a personal computer with a Pentium 233 MMX CPU and 64 MB. The 
operating systems will be Windows 2000 Professional and Windows 95 respectivelv. In 
the Pentium 200 PC we will install and use the Internet Information Services (ITS) 
version 5.0-web server and in the Pentium 233 PC will utilize Microsoft Personal Web 


Server (PWS) version 4.0. 


2. Network Models 

By-passing the previously mentioned topologies, we will work on a two computer 
LAN. Initially Pentium 200 MHZ PC will play the role of a server and the Pentium 235 
PC the role of a client (see Figure 15). Later the roles will be reversed and the Pentium 
233 will play the role of the server and the Pentium 200 PC the role of a client (see 
Figure 16). Both PC’s will form a small peer- to-peer LAN connected by coaxial cable 


using two Ethernet Cards. 
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Figure 15: First Web Server/Client Model 
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Figure 16: Second Web Server/Client Model 


3. Personal Web Server 
a. Installation 
Personal Web Server is packaged with Microsoft US as part of NT 4.0 option 
pack. PWS is characterized as a desktop entry-level web server specifically suited for 


Windows 9x-or NT Workstation operating system users. The necessary software 1s 74.6 


MB and can be downloaded at no charge from Microsoft’s web site (see Figure 17). Once 
PWS is installed, it will run automatically each time the computer starts. The only sign 
that shows PWS’ activation is a small tray icon that appears at the nght side of the 


taskbar (see Figure 18). 
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Figure 17: Setup Page of Personal Web Server 
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Figure 18: Icon Activation of PWS 
b. Features 
In addition to web server capabilities, Personal Web Server kit includes the 
following: 
e ‘Transaction Server 


e Data Access Components 


e Message Queue Server Client 
e Easy Administration 
We can run the PWS by accessing the default web page and checking the main 
page of the server, which controls the function of the server. A snapshot with some 


statistics about the log activity (visitors per hour) that pentlum233mhz web server had. is 


shown on Figure 19. 
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Figure 19: Main Page of Personal Web Server (PWS) Installed in the Penttum233mhz PC 


Another alternative for users running Windows 2000 Professional, is to activate 
Personal Web Manager (PWM) which was the interface of Personal Web server for the 
users of Win 9x or NT Workstation. Personal Web Manager occupies 1.4 Mbvtes and is 
one of the nine components of IIS v 5.0 (see Figure 20). Both PWM and IIS can be 


activated and installed following the sequence: Control Pane] - Add/Remove Programs- 


Add/Remove Windows Components. 





To add or remove @ component, chck the check box. A shaded box mears that only part 
of the component will be mstalled. To see what's included in a component, click Details. 


Subcomponents of Irtemet Information Services {11S}: 
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Figure 20: Internet Information Services (IIS) Version. 5.0 Components 


The advantages and disadvantages of the Microsoft’s Personal Web Server are 
similar to Personal web server's and are listed as follows: 
c. Advantages 

(1) Using PWS we have the ability to create a welcome page (home 
page). The welcome page ts the first page that a user sees when accessing our web site 
and provides navigation (links) to the rest of our site. Nevertheless, in our web site 
development, we used the Microsoft's Front Page 2000 for designing not only the 
welcome, but the entire set of necessary web pages as well. 

(2) PWS includes a wizard that walks you through setting up a home 
page and sharing files. Personal Web Server administrator reduces the complexity of 


running a Web server. Using the Personal Web Manager, we can start and stop the server, 


at 


view statistics using bar charts. and easily share additional directories or the Windows 
Explorer. 

(3) Personal Web Server on Microsoft Windows NT Workstation is also 
ideal for developing Web applications for HS. Furthermore, PWS on Windows NT 
Workstation includes support for features such as Active Server Pages (.asp), script 
debugging. and the Internet Service Manager. the comprehensive administration tool for 
US integrated into Microsoft Management Console. 

(4) We can also develop transactional Web applications for Microsoft 
Transaction Server (MTS), another part of Windows NT Server. Personal Web Server is 
a great platform for testing a site before hosting it on a company’s Server, or on an 
Internet service provider (ISP). So, we can test the web links, forms. scripts, and 
applications to be sure they will be displaving and working properly on the web. 
Moreover, we can use Microsoft's FrontPage to easily copy a web site developed on 
PWS and switch to a higher performance web server such as the IIS. 

d. Limitations 

Because Personal Web Server was not designed to support high volume Web 
sites, 1t does not include all the features found in Internet Information Server, such as 
Microsoft Site Server Express. Index Server, and Certificate Server. Due to its limited 
capabilities it’s ideal for testing our web site inside a relatively small Intranet, before we 
publish it to the Intemet. PWS traffic capabilities are limited on handling 8-10 clients 


simultaneously. 


ey) 
IO 


4. Internet Information Service (IIS) 3.0 
a. Installation 
Internet Information Services 5.0 is not installed on Windows 2000 
Professional by default. Before we install it, we have to install the TCP/IP Protocol and 
Connectivity Utilities. For secuntty purposes, Microsoft recommends that all dnves used 


with IIS be formatted with NTFS. 


We start the installation by using the Add/Remove Programs application in 
Control Panel and then to choose Add /remove Windows Components. IIS v5.0 
consists of about 30 MB of files that need approximately 10 minutes to be installed and 
configured. When we upgrade from Windows 95/98 to Windows 2000, US 5.0 will be 
installed by default only if PWS was installed on your previous version of Windows. 
Some other improvements are that we don’t have to install service packs and reboot our 


PC once we finish the installation. 


b. Features 


IS web server is designed for heavy traffic. However, if we know in advance 
the numbers of the expected visitors per dav we can tune the server properly (see Figure 
21). If we don’t have this information, the best solution is to install a hit counter in our 
welcome web page and together with the log activity that we have for a certain period in 


our web server we'll adjust it for the optimal performance. 
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Figure 21: IIS Performance Tuning 


Using US, we can watch log activities by hour, day, week or month, and can 
limit the maximum number of connections permitted. We can also set the length of time 
in seconds before the server disconnects an inactive user. This ensures that all 
connections are closed if the HTTP protocol fails to close a connection. Another feature 
is “HTTP Keep-Alives” property. If we enable this property, we allow a client to 
maintain on open connection with our server, rather than re-opening the client connection 
with each new request. In case that we decide to disable “Keep-Alives” we may degrade 
our web server performance. 

c. Advantages 

The IIS package is designed to cover high web traffic needs that PWS cannot 
meet. Furthermore, IIS provides to the users not only web Server services, but some 
additional ones such as File transfer Protocol Services (FIP), Simple Mail Transfer 


Protocol (SMTP) services and News Services. The 5.0 version provides the users some 


extra security enhancements such as restricting guest accounts and setting appropnate file 
permissions. 

Moreover, as we already mentioned in Chapter II, IIS supports the Fortezza 
security standard), Transport Layer security, Digest Authentication and Kerberos v 5.0 
authentication protocols used in Windows 2000. Finally. US v5.0 features Web based 
Distributed Authoring and Versioning (WebDAV), which is a standard designed to 
simplify the construction of intranets and give the ability to multiple users to publish 
documents to acommon Web server. 

d. Limitations 

Some hardware limitations are the high demand of RAM memory (in order to 
work efficiently it needs at least 128 MB and the hardware platform must be at least a 
Pentium 200MHZ). In our case, we run the IIS server on a 200 MHZ platform using onlv 
82 MB of RAM. In addition, the lack of a Unix version, and documentation on the 
newest features is a serious problem. Finally, HS runs only on Server editions of 
Windows 2000 and the remote Web-based administration still needs to be improved. 

e. Web Server Management 

In addition to managing IIS from its own window, Windows 2000 
Professional gives us the ability to reach and manage IIS from a remote location. From 
Control panel. Administrative Tools we can open a Computer Management window and 


have the ability to control our computer with IIS included (see Figure 22). 
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Figure 22: IIS Control from Computer Management of Win2000 


D. NAMING OUR COMPUTER. 

Naming, 1s giving a name to the computer that will host the web server. After we 
install the web server software in Our computer, people can access our web server and 
specifically our site. In some instances providing access to our site requires knowing our 
computer IP address, rather than just the computer's name. Every computer has a name 
and a unique 12-digit IP address. The default name for a computer is usually “default” 
(unless we change it) and in Windows 2000 Professional it can be seen if we click the 
Network icon in Contro] Panel and select identification (see Figure 23). In this instance 


the computer name is Pentuuum200. 
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Figure 23: Identification of a Computer in Windows 2000 Professional 


1. Providing a Web Site Domain Names 

While an IP address is something that we cannot easily remember, its more 
practical to have and use a name that can be memorized. For this purpose, we can utilize 
a domain name that identifies uniquely a computer (or host) that is connected on the 
Internet. The domain name consists of a actual domain and a suffix that is a Top Level 
Domain (TLD) name (e.g in www.mvweb.com , myweb is the actual domain and .com is 
the TLD. More details about TLDs are provided in Appendix E. In order to obtain a 
unique domain name, we must register it with a company that provides such services. 
Among them, are Internic [Ref.14], Network solutions, register.com, and NameSecure, 
which with a relatively small amount of money can provide a registered unique domain 
name for a certain period of time. In addition there are some web sites that offer free 


domain names like www.namezero.net, under some restrictions of course. 


2. IP Addresses of the Two PCs 

Concerning the local IP address assigned to our machines, we chose one of the 
three groups of IP’s that are valid for use on a machine connected to a private LAN (that 
wont collide with other machines). So. we used Class C IP addresses (ranging from 
192.168.0.0 to 192.168.255.255). The other two Classes are: Class A (10.0.0.0 to 
10.255.255.255) and Class B (17216.0.010 172.31.255.25)), Finally, Pentium2Z00 


machine IP address is 192.168.0.1 and Pentium233 is 192.168.0.2. 


Ez CREATING AND MANAGING THE DIRECTORIES OF OUR WEB SITE 
Files and directories (folders) that will be publicized must be organized before we 
install the web server. Our personal web server cannot publish pages that are stored 


outside the specific directories related with our web site. 


1. Physical Directories 
The directory structure that can be seen by using the Windows Explorer is the 
physical directory. In our case, the files (web pages) of our web site are stored in 


C:\Inetpub\wwwroot directory. 


2. Virtual Directories 
Virtual directories are the structure that reflects the web site. This consists a 
hierarchy of virtual directories. There are three main reasons for using the virtua] 


directories on web servers: 


a. Make the URL web pages shorter and easier to remember, because it 
reduces the typing time. In order to do this the web master can assign a virtual directory 
name (or alias) to the specific directory. For example. instead of typing: 

Www. mvnews.conysports/carraces/formulal/lagunaseca/index.htm We can make the 
URL shorter using a virtual directory that takes us directly to the web page that we wish.: 
www.mvnews.com/lagunaraces/index.htm 

b. This provides the computer with extra security, because it hides the 
physical directory structure on this hard disk drive, from all the web site visitors. 

c. Finally. it allows the Webmaster's web site structure to remain 
independent of the directorv structure on the hard drive. So, he can move files on the disk 
between different physical folders without having to change the structure of the web 


pages. 


3. Publishing a Virtual Directory 

In order to create virtual directories, we use the web server. In addition, we can 
specify the relationships between the virtual directory and the physical directory. For this 
purpose, IIS have has a very handy Wizard which is called Virtual Directory Creation 
wizard (see Figure 24). After following the directions in this wizard we end up with the 


creation of a virtual directory. An example is shown on Figure 25. 
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Figure 24: Virtual Directory Creation Wizard in OS 
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Figure 25: Virtual Directory (HELLENIC_SITE) Created in IIS 


Using PWS we have the same ability. So, 1f we click the Advanced Options icon 


(see Figure 26). We can create a virtual directory. An example is shown on Figure 27. 
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Figure 27: Virtual Directorv (GR Site) Created in PWS 


F. WEB BROWSERS 
The web browser in our model plays the role of the client. The necessary feature 
in the selection of a modern web browser is to be Java language capable. Most modem 


web browsers support Java. For LAN environments we have to select the same web 
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browser for all computers. Doing this, we reduce the training and support time for the 
users. 
In our implementation, we used both, Netscape and Microsoft Internet Explorer. 


each of which are Java capable browsers. 


G. CONSTRUCTING THE WEB SITE TO BE HOSTED IN THE WEB 
SERVER 

1. Web Page Authoring Tools/ HTML Editors 

HTML stands for Hypertext Markup Language. which ts the source language for 
documents that used as web pages. HTML has the abilitv to embed commands that 
determine formatting along with the text to Be displaved [Ref.14]. There are two main 
categories of HTML editors. The first category can generate simple and raw HTML 
pages and the second provides a WYSIWYG (What You See Is What You Get) 
environment. The second category is the one that offers all the modern authoring 
features, such as sophisticated menus, automated wizards and macros. The interface of 
WYSIWYG web page tools 1s usually similar to that of a modern Word Processor and the 


user does not generally need to know how HIML works in order to use it. 


For the purpose of this thesis, l used Microsoft's FrontPage 2000, which is a 
WYSIWYG web-authoring tool that provides a friendly, graphical interface for tasks 


such as inserting tables, graphics, and scripts. 


2. Front Page Extension Tools 

The FrontPage Server Extensions are a set of three programs that support features 
such as collaborative authoring, hit counters, e-mail form handling, and editing a Web 
site directly on a server computer. FrontPage MMC snap-in is a program that vou use to 
administer the FrontPage Server Extensions and FrontPage-extended webs. You can use 
it to extend virtual servers, create sub webs, upgrade the server extensions on a web, 


convert folders into sub webs and vice versa or recalculate hyperlinks in a web. 


The Microsoft FrontPage MMC snap-in has a complete help system providing 
FrontPage server extensions overviews and descriptions of server extensions 


administrative techniques. [Ref.15] 


H. WEB SITE PERFORMANCE 
Some of the main factors affecting web site performance are: 


1. Large Graphics Richness. The more graphics a web page has. the more 


tume the web browser needs to download the page. 
2. Sound-Video-Animation Files. The rule of large graphics also applies here. 


3. Network Connection Speed. The faster the network connection is the faster 


the web page will appear on the user’s screen. 


In addition, the user’s hardware configuration, such as processor and RAM, may 


affect the final performance. 


In our application (the NPS Student Information web site), I used only text with 
few images. The background was almost white. No animation, video graphics or sound 
files were used. The connection speed was the highest possible, because the two PC’s 


were interconnected in 2 LAN. 


i. WEB SERVER SECURITY 

The most crucial chapter of the web server construction is the one that refers to 
security measures. NO matter where we decide to place our web server, some Securitv 
measures must be taken in order to avoid futures catastrophes. The security policy must 
cover not only outside “enemies” but “insiders” as well. Security mechanisms that 
protect the valuable data from outside intruders are called firewalls. A firewall is a 
combination of hardware and software, which sits between an Internal network and the 
Internet. Its primary objective is to limit the access in and out of our network, based upon 
an established secunty policy. Firewalls can also be used to reduce the outgoing traffic of 
our network by restricting users access to the Internet. The most common categories of 
firewall filtering mechanism are the following [Ref.16]: 


e Proxy Servers. 

e Packet Filters 

e Application Gateways 

e Circuit-Level Gateways 


e Stateful Inspection 


The above firewalls use different filtenng techniques in order to achieve similar 


goals: the elimination of possible attacks. There are also firewalls that use combination of 


these techniques, which can improve the secunty level. “Firewall scanners” are tools that 
allow vou to check vour corporate network and detect potential security holes in both the 
application and the operating system levels. Some of the most well-known firewall 


vendors are 11S Gauntlet, BorderWare, Rantor, CvberGuard and IBM SecureWavy. 





Je INSTALLING A PROXY SERVER 

In order to implement the dual web server evaluation test while we use one 
Internet connection and two PCs, we had to install a program called proxy server. A 
Proxy server is a program that allows any machine on our local network to route its 
requests through a central machine that act as a gateway to the Internet. In addition, it 
offers some security (firewall) that protects the computers on the LAN from outside 
attacks. In our implementation, we chose to install a proxy server program in the 
Pentium200 PC in order to share the same Intemet connection with the LAN. Thus, using 
only one connection to the Internet with one modem in the Pentium200 PC we enable 


Internet access for the Pentium233 PC and protection of this PC as well. 


We downloaded AnalogX Proxy v 5.0 from its web site [Ref.10]. Its file size is 
very small Gust 188.1 Kbytes). In order to install this proxy server, we run the 
downloaded file on the machine with the Internet connection and configure the other 
machine to use a proxy. The procedures of install and configure take only few minutes 


(see Figure 28). 
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Figure 28: Configuring the AnalogX Proxy Server 
AnalogX Protocols 
AnalogX supports the following protocols: 
e HTTP (for web browsers-port # 6588), 
e HTTPS (for secure web browsers-port # 6588), 
e POPS (for receiving mail, port #110). 
e SMITP (for sending mail, port = 25) NNTP (usenet newsgroups, port#119), 
e FTP (file transfernng, port? 21), 
e SOCKS4 (TCP proxying, port # 1080), 
e SOCKS4a (TCP proxying with DNS lookups, port # 1080) 
e And partially (does not support UDP) Socks5, port # 1080) 
Moreover, AnalogX works with many web browsers like Internet Explorer, 
Netscape, AOL, AOL Instant Messenger or Microsoft Messenger. We can see if it 1s 
running by a round shaped red or green icon that appears at the lower nght part of the 


screen on the toolbar (see Figure 29). 
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Figure 29: Indicator Icon of AnalogX Proxy Server 
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N; POST-IMPLEMENTATION REQUIREMENTS 


Creating the web server and its necessary components is not the difficult part of 
the job. The remaining job, which is the management and the maintenance, is the most 
difficult and simultaneously most critical. The role of a web manager proved to be verv 
important and decisive for the viability of the web site. So, he or she must be properly 
qualified in order to carry out his or her mission successfully. Required skills include 
knowledge of management, statistical analysis, business, computers science and 


experience in project management and the Internet. 


Additional responsibilities include peau server Standards, monitoring users, 
training others in web document design, policy formation and enforcement, and data 
owner support services. Successful web masters will bring a mix of skills and talents 
appropriate to the needs of the organization in building effective web systems [Ref.21]. 


Below are listed some of the duties are usually assigned to a web manager [Ref.22]: 


: Hosting account administration 

. Disk space monitoring and management 

' CPU resource monitoring 

. Web application performance monitoring 

Review of Web site access statistics 

. Installing software upgrades 

. Domain name and digital server certificate status monitoring 
Safekeeping of digital certificates and private keys 
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" Downloading and archiving log files 


" Policing of data files, permission settings, and logs 

Periodic testing and preventive maintenance of security features 
. Database performance monitoring 

= Data archiving 


After installation of the web server and the development of the web site, crucial 
questions. concerning the administration of our web site, will arise. Some of them are 


listed below: 


A. HOW MANY WEB SITES WILL BE HOSTED ON THIS SERVER? 


If we host only one site on our web server. it’s no problem to monitor or maintain 
it. Putting more than one web site on a web server requires shared hosting. So, in a single 
web server computer it 1s possible to host dozens or even hundreds of independent web 
sites. In this case. we must assign the duty of their maintenance to more than one person 


since it’s impossible for a single person to keep track of many web sites. 


B. WHO WILL BE THE WEB ADMINISTRATOR, THE WEB MASTER 


AND THE ACCOUNT MANAGER? 


This will depend upon the range of the Web server. In a high-end web server with 
a high volume of web traffic, we need highly experienced persons for each of these 


duties. Of course the more complex the system the more people wil] be needed for the 
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above positions. Below is a description of each duty and the qualifications that the 
assigned person should have. 

1. Web Administrator 

This is the person that usually controls everything that is involved in the web jobs 
of an organization or a business. In large enterprises this may be the Chief Information 
Officer (CIO) of the company. He or she must be a highly expenenced person specialized 
in Information Technology (IT) management. 

pa Account manager 

This person controls the people who are eligible to have access to the web server 
files. An experienced and professional technician, specialized in computers can do this 
job. 

2: Web master. 

The web master is the person who accepts the feedback of all the users of the web 
site and evaluates which updates or improvements should be done in the web site. This is 
a job for a computer programmer, who knows html, web site development tools and 


Internet networking generally. 


OF WEB ADMINISTRATOR. RULES TO REMEMBER 

Below are listed some rules and tips that a web administrator should bear in mind 
in order to improve the quality of a web site [Ref.21]: 

1. Knowledge of our Clients 

The first precept of building any information system is to know our clientele and 
their information needs. The knowledge of these needs aids us in the improvement of our 


Services. 
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2. Boosting the Data Owners 
Those who have responsibility for the content being served on our web Server are 

the "owners" of the information and therefore should be involved in how it 1s presented. 
This involvement could be as trivial as advising the person who marks it up in HTML or 
as substantive as doing it themselves. ‘Those falling into the latter category should be 
supported in several ways such as: 

a. Personnel Training 

Training 1s crucial in the IT business. Everybodv who deals with computers 
needs to be up-to-date in order to take advantage of new technologies and make best use 
of them. Since, no one is born knowing HTML, markup training is certainly a beginning 
requirement. But bevond that our data owners may require training in using FTP. format 
conversion (e.g., Adobe Acrobat files (.pdf), word processing to HTML conversion 
utilities), image acquisition and handling hardware (e.g.. scanners, digital cameras) and 
respective software (e.g., Core] Draw), Internet searching techniques (e.g., search 
engines), and effective use of web browsers. 

b. Providing Templates 

Providing basic HTML templates for common structure types of web pages 1s 
a very helpful way to save time creating new files. The simplest way to do this 1s to write 
an HTML "shell" that data owners can fill in with their own information. For some tvpes 
of files that do not require sophisticated markup we may want to wnite a small program 
(i.e. sept) that will create a web document with the appropriate basic markup for our 
server simply by filling in a few blanks on a form. This method can be particularly 
important to allow those who do not have the time or capacity to learn HTML to 


contnibute information to our web server. 
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c. Sharing Information 

Chances are we do more HTML as a web manager than anyone else in our 
organization. Therefore we have likelv learned a few things along the way. Share those 
tips and tricks with our data owners. Another idea is to create a mailing list of our data 
owners so that sharing information with them as a group could be an easy job. 

d. Providing Assistance 

Although we may not have the time to hold evervone’s hand, sometimes there 
is simplv no substitute for sitting down with someone and showing him or her how to do 


something or even doing it for them while they are there to tell us how they want it. 


3. Formulation of Policies 
Sooner or later we will need to write policies that govern appropriate uses of our 
web server. With a written policy that has been reviewed by appropriate groups within 


your organization, we will be authorized to refuse requests that fall outside of this policy. 


4. Enforcement of Standards 

Maintaining a web server without setting and enforcing some standards could lead 
to disaster. If we allow our data owners to do anvthing they like they often will, and this 
will lead to “web disorder’. We must determine the essential limits on creativity to 
protect usability and user friendliness and stick to them. On the other hand, we must be 
careful not to set limits when none need exist. So. a good policy is to reevaluate our 
standards periodically. If they are too strict, we should loosen them up. If we are facing 
problems where no standards exist or where they are too loose, then it’s time to be more 


Strict. 
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5. Encouragement of Creativity 

Within the framework provided to the data owners. we can promote and 
encourage the creativity. The issue is to keep a reasonable balance. One way in which 
this can be done is to specify the presence of some simple graphic element or text that 
will place the page in context (such as a button bar that identifies the institution) and 
leave the rest to be filled in by the data owner. In addition, when we encourage creativity 
it 1s possible that those who are the most creative set examples that inspire and challenge 
the others. Applying this method can be a much more effective motivation than 


mandating participation. 


6. User Monitoring 

It is usual for the majority of web servers to keep statistics on client requests. 
Logs include data that specifies the type of client software used, the kinds of errors they 
are experiencing, and what pages they are looking at. All of these logs are typically 


available in a specific directory. 


7. Studying the Competition 

A good web manager should be on the web as much as possible every day. The 
purpose 1s to see what others are doing and how they are doing it, and to get new graphic 
design ideas. Doing so, we can decide what we dont like by seeing the mistakes of 


others. 
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8. Checking the Links 

A common problem that all web managers face, 1s keeping the links on their 
server updated. Documents are moved every day, thereby making links that lead users 
nowhere. It is the responsibility of the web managers to help his data owners identify 


these links so they can be fixed. 


9. Striving for the Best 
No matter how good we are doing as web managers, there is always room for 
improvement. Below are some ways that we can be sure we are doing as well as possible, 
since they tend to be things that are overlooked by many web managers: 
a. Error Message Replacement page 


Most web server error messages are cryptic at best and user hostile at worst. 


The default “file not found" error message is a nice example (see Figure 30). 
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Figure 30: Default Screen for a "404 Not Found” error 
This error message tells the user nothing about finding the page they are looking 
for. Using the built-in ability of most web servers, we can replace the standard error 


messages with something that 1s more useful and descriptive (see Figure 31). 
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Figure 31: Screen of a replacement error message for a "404 Not Found” error [Ref.2 


b. Referrals 

One of the most direct ways to prevent users from losing our information 
when we move some pages is to create a new page pointing to the new location. On such 
a page we will typically request that the user update anv bookmarks or links that they 


have to the old location (see Figure 32). 
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Figure 32. Screen of a Referral toa New Web Address [Ref.21]. 


c. Redirecting a Web Page Address 

Redirection is the procedure whereby we can specifv the new location of a 
document behind the scenes. Then, when a user requests the document at the old location 
they are automatically redirected to the new location. Doing this we avoid the appearance 


of "404 File Not Found" error message as well as the need to put up an explicit referral. 


10. Question Everything 

It is all too easy to assume that our first decisions on the design of our server are 
the best. So, we should periodically question all of our decisions and search if there is a 
better way to organize our information or design a particular page. We also have to ask 


for critical evaluations from our users and other staff in our organization. 


Finally. we have to look critically at each web page for accuracy, usability, good 


visual design, and proper display in different browsers. 


D. MAINTENANCE 
1. Backup 
A frequent backup and an installed UPS can provide us with a high level of 


assurance against any accidental loss of data. 


2. Troubleshooting 
A FAQ can be installed and utilized each time someone needs assistance 


resolving possible problems that may occur. 
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Ee WEB SITE ADMINISTRATIVE TOOLS 

Large scale or mission-critical websites usually require some automated tools to 
optimize performance and provide effective management. These tools are software 
programs that can help us to manage and maintain a web site. There are four main 
categories of web management tools [Ref.25]: 

1. Web Site Change and Configuration Management Tools. 

2. Web Site Integrity and Accuracy Tools. 

3. Tools that Gather Analyze the Traffic and Usage Patterns. 


4. Tools that Help Examine and Manage Web Site Content. 


F. AN EXAMPLE OF WEB SITE CHANGE MANAGEMENT PROGRAM 

[Ref.24] 

1. Description 

Stage2Live is a web site change management program. It assists with incremental 
Site updates by copying and recording files that have changed on our web servers. A Site 
rebuild feature lets us restore our web Site to any earlier version that was placed into the 


library. A complete Version 3.2 can be downloaded for free from the Internet. 


All monitored files are synchronized into a system library. where we can later 
examine and/or restore multiple revisions of the same file. This is an excellent method for 


keeping a historical reference of our web site. 


Stage2Live can be used to create an automated one-to-many or many-to-many Site 


release Strategy for html, asp, text, graphic, and other web files. The program also 
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supports FTP uploads to your destination sites. Restore previous versions of the files on 


our web site. 


2. Prerequisites 
In order to run Stage2Live with Windows 9x/NT/2000, we must have Microsoft 
Access 97 or 2000 installed in our computer. 


Below are some snapshots of the Stage2Live program (see Figures 33-34). 













} Teancter 


Voom Sten © Source T Dectruen, & as 


Frarcter Number | 1 









Nave RSD ——s aa, = — 
cto Lidrs 
ste te te Lent Source Sync: GC Max Sync 





Lat Steg [Complete 


; Livery Da fE\Tet eA 
| [recorts seheff > effect s 






hleg Si Log Se 
Type Nooet No Dote iMestage 
ee ee eo te eo ee 






> ae FRESLAE | ?j Set FLIS9 aM fimo 3 


et Mik 


a JRPSIAFO i Bsa 5S Aw Dye Compete 


| INPS NFO i vf SoS eee 2a DE AM [Sync Beornny 


becore, 41 « . oo »fesie-loes es 
Figure 34: Log History of our Web Site using Stage2Live Program 
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Figure 35. Web Pages or Files that Added, Changed Or Deleted Using Stage2Live 
Program 


G. FINALS NOTES ABOUT WEB MANAGEMENT 
A good manager must always be proactive and prevent problems before they 
arise. This is the best policy to implement in order for an organization or a business to run 


effectively. 


VI. CONCLUSIONS AND RECOMENDATIONS 


A. CONCLUSIONS 

1. Topology 

In chapter IV, we noticed that each LAN configuration has cons and pros. If we 
want functionality and simplicity, we should place our web server out side of a LAN ora 
firewall. In the case that our server provides confidential or restricted information and we 


need increased security, we have to be oriented to the firewall and proxy solutions. 


2. Security Issues 

The Internet has never been a secUiaolace nor will it be in the near future. 
Problems with possible hackers will continue to exist and as people become more 
educated especially in the technical fields the number of “intruders” will continue to mse. 
The remedy for this situation is to design more secure systems that will prevent possible 
attacks. In addition, web server administrators have to check and to restrict the 
publication of any kind of information such as names, addresses, phone numbers, credit 
card and social security numbers of individuals that will be utilized by possible hackers 


for frauds or any other criminal actions. 


Finally, because a system will never become 100% secure, we must be sure when 
we are requested to send any sensitive information via the Internet. For this reason, the 


Security Information alert window can provide a warning message, if we requested a 


secure document or if we are going to submit any kind of information via our web 


browser (See figures 36 and 37). 
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You have requested 3 secure document. The document and any 
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Figure 36: Secunty Information Alert Window for Secure Documents 
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Figure 37: Security Information Alert Window about Insecure Site 
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The use of a proxy server proved very valuable. because it can filter whatever we 
chose to prohibit from our computer. Moreover, it was very easy to use and didn’t 


consume a lot of resources. 


3. Personal Web Server 

PWS proved to be a very handy and useful web server. Regardless of its limited 
capacity, PWS has handling capabilities that some of the high-end counterparts have. 
Using the main menu you can monitor many activities such as the number of active 
connections, the visitors, the requests and the even the number of bytes served, You can 
also view some Statistics in a graphical mode (bar charts) such as the requests per dav or 


per hour, or the visitors per day or per hour. 


4. Internet Information Services Web Server 

Using IIS under Windows 2000 Professional, and utilizing ASP technology, 
increased security 1s possible, because Windows 2000 authentication can be used. With 
only 82 MB RAM, instead of the best-suggested 128 MB, we encountered no problems, 
probably because the web traffic was just one client (the Pentium 233 PC). However, we 
cannot estimate the efficiency of our web server in a high traffic situation, since it wasn't 
possible to check it in such conditions. In addition, the operation of IIS compared with 
PWS 1s more complex. because of its additional capabilities and it should be administered 


by an expert. 
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5. Access Control 

One of the problems that we faced during the implementation phase was the 
configuration of the Ethernet cards that this small LAN used. In order to make them 
work, we decided to swap the two cards and install the necessarv drivers from the start. 
Another issue was the increased secunty that Windows 2000 Professional provides 
(comparing with the Win95.) So, everv time that we tried to connect the Win95 PC with 


the Win2000 PC. we were asked for a valid password (See Figure 38). 





Enter username for 192.168.0.1 at 192.168.0.1: 


User Name: 
Password: 


=—s 


Figure 38: Username and Password Check for a LAN 


While logged in Win95 PC (in our case in Pentum233hmz PC) as a “userX” 
using as a password “password Y”, in order to be connected to the Win2000 PC (in our 
case Pentium200 PC), userX must have an established account on the Windows 2000 
server. We overcame this obstacle by opening a new account in Win2000 PC that was 


identical to the Win95 PC one. 


6. Web Site Performance 


When the client requested web pages from the web server, the server responded 


instantly. And that’s because the connection speed between the two PC’s was the highest 
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possible due to the fact that the two PC’s were interconnected in a LAN and there was no 


other network traffic to interfere. 


Both Netscape and Microsoft Internet Explorer proved to be very efficient as web 
clients. Netscape has proved more practical especially concerning the issue of handling 
the e-mailing, because a separate program is not required to see your e-mail, like 


Microsoft Outlook. 


The use of Microsoft FrontPage 2000 as a web site development tool was proved 
very efficient and easy to use. It is a very capable tool for the novice and intermediate 
level web developers. Restricting the use of graphics proved to be very efficient in 


reducing the downloading time. 


7. Web Site Security 
a. In Web Server 
Since we experimented with unclassified subjects, we were not obliged to use 
anv kind of security measures, such as encryption or security certificate) in order to 
protect our web site. But for practice purposes we activated SSL, which can give us a 
kind of security, provided that we activated SSL feature also in FrontPage, in the Web 


browsers, and web servers (See Figure 39). 
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b. FrontPage 2000 


FrontPage provides administrative tools that let us set permissions and limit 
access to our web site. FrontPage security 1s based on the security mechanism used by the 
Web server and its operating system. In FrontPage we can specify the type of access that 


each user has. Users can have one of the following types of permission [Ref.19]: 
e Browse — the user can browse the files in the web. 
e Author — the user can browse and change the files in a web. 


e Administer — the user can browse and change the files in the web, 
and can also administer the web bv adding and removing users. On 


systems running US, FrontPage grants administrator access by default 


to all members of the Windows NT Admunistrators group and the 


system account. 
c. Web Browsers 


From the web browser point of view specifically IE 5.0 provides us with two 


different types of security certificates [Ref.20]: 


(1) A "personal certificate" is a kind of guarantee that you are who 
you say you are. This information is used when you send personal information over the 


Internet to a Web site that requires a certificate venfying your identity. 


(2) A "Web site certificate” states that a specific Web site is secure 
and genuine. It ensures that no other Web site can assume the identity of the original 


secure site. 


Netscape 4.77 provides various types of security settings two different types of 


certificates, from the most simple to the most advanced SSL v3 (See Figure 40). 
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Figure 40: Encryption Setting In Netscape Navigator v4.77 
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The Internet is a place that evervone can do almost what ever he or she wishes. 
The possibility of “cyber anarchy” with no restrictions at allis very high. The positive of 
this situation is that knowledge and information is freely distributed all over the world 
and the Internet is a rapidly evolving entity. Every day a lot of web business companies 
offer free Internet connection, free web space to host your web site and even DNS. 
Offering these free services, the companies advertise their products. and utilize your mail 
or e-mail address 1n order to promote their products. This situation gives e-commerce a 
tremendous boost and the traditional way of buying things tends to be changed in the near 
future. The negative side of this story 1s that crime is also distributed freely via the 


Internet and it is very difficult to stop. 


Web server technology helps the situation. Big corporations with high web traffic 
can use high-end hardware and high-end web servers and improve their business. Small 
web servers running on popular operating systems installed on affordable hardware 
platforms are designed in such way that almost everybody can utilize them. In 
conclusion, almost everybody can obtain and run a web server and publicize his or her 


web site to the Internet. 


B. RECOMMENDATIONS 
For the small businesses with low traffic or for home web servers, Microsoft’s 
Personal web server proved very efficient. Since, PWS has limited capabilities it’s ideal 


for testing our web site inside a relatively small Intranet, before we publish our pages on 


the Internet. 
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By monitoring traffic on our web sites using the log capabilities, we can see if the 
traffic is getting higher. This may give us an indication that we need a software upgrade, 


or both in order to effectively handle the increased traffic. 


If we stay in Windows OS and especially Win NT or Win2000, one of the best 
solutions would be Internet Information Services v5.0, which is the second most popular 
web server in the world market following Apache server (see Appendix F for more 
details). In addition. there are other editions of Win2000. like Windows2000 Server or 
Advanced Server that cover the needs of very large enterprises, but is relatively 


expensive. 


If the operating system does not meet our needs and we intend to switch to UNIX- 
LINUX like machines, we have to consider seriously using the most popular freeware 
web server, which is the Apache server. Of course in this case. we have to take under 
consideration the acquisition cost of the necessary hardware that may be higher than the 


PC/NT platforms. 


Software scientists are continuously working to construct web servers that will 
run faster, provide higher security, have a better interface and will be easy to handle. 
Nowadays there is tendency to the freeware and this is one of the reasons that has made 
the Apache web server so popular (it currently claims the 60% of the installed web 
servers worldwide). If this trend persists, in few years we may see that the majority of the 


servers (web servers included) in use are based on open source software. 
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Both Internet Explorer 5.0 and Netscape Communicator 4.77 proved very efficient 
web browsers. So. ultimately the decision boils down to personal choice. Concerning the 
web site development tool, FrontPage 2000 proved a very handy program with many 
capabilities for novice and intermediate developers. Finally, I think that the combination 
of the IS as a webs server, FrontPage as the developer tool] and the IE 5.0 as a web 
browser could be one of the best choices that someone could have in order to set up, 


operate and maintain a professiona! looking web site. 
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APPENDIX A 


Naval Postgraduate School Campus Web Servers in Operation 





_web.nps.navy.mil 


_ hopper.nps.navy.mil 


_itwarnor.nps.navy.mil 


_wildcat.nps.navy.mil 
_ spitfire nps.navy.mil 


_ data.lib.nps.navy.mil 





| marines.nps.navy.mil 


j 
4 


| research.nps.navy.mil 


| aa.nps.navy.mil 


§ 


? 


lugipc.cs.nps.navy.mil 


{ 
| caps.nps.navy.mil 
| cisr.nps.navy.mil 


| 
| interact.nps.navy.mil 


_npsnet.nps.navy.mil 
| cS.nps.navy.mil 
iscas.nps.navy.mil 


_ fear.nps.navy.mil 










htto://adpsec.nps.navy.mi] 


' Extrane/O5 
: Extranev/O5 
| Extranet/O5 
i Extranev//O5 
: Extranet/O5 
Extranet/10 
_Extraner/13 
| Extranet/37 
ExtranevAA 
: ExtranevAA 
Extranev/CS 
Extranev/(CS 


| Extrane/(CS 


Extranet/CS 
Extranet/CS 


ExtranevEC 


| Extrane/CS 
| Extranet/EC 
| 


69 





/webservers.htm) 


~Sun/Solaris 


“Sun/Solaris | Apache 


i 


PONT “Tis 
“PCINT Is 
PC/NT Gc 
| 

PC/INT is 
PC/NT iis 













PC/NT NS | 
N/A N/A 
PC/Win95 Ms PWS | 
Sun/SunOS Netscape 
SGVUIRIX Netscape 









| SGVIRIX 


Netscape 


15 | moves.nps.navy.mil | Extrane/CS | SGY/IRIX Netscape | 





| 


SGVIRIX Netscape | 





Sun/SunOS | Netscape | 
PC/NT Ms PWS | 


| SGVIRIX | Netscape 


— ae ee ee 8 me ft Ree Meer ER ee ee, a es 
S/N | Server Name WLAN Support =Platform/OS_ | Web Server 
! | 


! i 
20 | pe427b3.ece.nps.navy.mil | ExtraneVEC | PC/NT = Netscape 





| 
| 21 | oapiweb0I.nps.navy.mil Extranev/O] | PCANT YS | 
22. THOAPIWEBD I Extranev/O] “PCINT , IIS i 
'Oapiwebdl.nps.navy.mil — Extranev/Ol | PCA ) 

| : | 

24 | Ideatest.nps.navy.mil - Extranet/OI : PC/NT | OS : 
134.120.7012) | | 

| 25 | Ideatest.nps.navy.mil Extranev/Ol » PC/NT | IIs i 
| plot 120. 70122 | : : 
(26 | jvle.nps.navy.mil | Extranev/Ol PCIE | HIS 
| 28 — spica.or.nps.navy.mil 7 ExtraneVOR MAC/MacOS Apache | 
) 29  magog.sm.nps.navy.mil : Extrane/SM PC/NT ) ITS : 












} 
+] 


wings.sm.nps.navy.mil - Extrane/SM | PC/NT 
1 | Satcom.sp.nps.navy.mil ) Extranev/SP : PCiLainux | Apache | 
| 32 gs-control.sp.nps.navy.mil | Extranev/SP , PC/Linux | Apache 
: oS Sp.nps.navy.mil | Extranev/SP ) PC/Linux | Apache 
, 34 devo.stl.nps.navy.mil | Extrane/STL : SGVIRIX Apache 


35 compaq204.trac.nps.navy. Extrane/TRAC | PC/NT IIs 








i q 
i { 








| 
mil | | 
| 


i 
I 


36 dellsvr.trac.nps.navy.mil | Extranet/Trac | PC/NT : Apache | 
; | 


i 
} 


| met.nps.navy.mil | Intranet/MR | SGYIRIX Apache | 
| | 


| 
38 | ptsur.nps.navy.mil | Unknown | SGVIRIX Apache 


| | | 








i usWw.nps.navy.mil Unknown SGI/IRIX | Apache 





40.  Metricssrv.nps.navy.mil DNA PC/NT | OS 





71 


THIS PAGE INTENTIONALLY LEFT BLANK 


APPENDIX B 
Web Server Baseline Assessment 
The following data was collected from a survev of operational web servers at the 


Naval Postgraduate School: 


Ay GENERAL INFORMATION 
1. NPS has 40 web servers installed. 45 % of them use Win NT, 22.5% use 
SGVIRIX and 7.5 % PC/LINUX. The rest use Sun/Solaris, Sun/Sun OS, Linux, 


Mac/MacOS, PC/Win 95 and 3 of 40 provided no data. 


2. A break down of web servers shows 35% use Microsoft IIS web server, 
32.5% use open source Apache web server, 20% Netscape, 5% use MS PWS and 7.5 


provided no data. 


B. WEB SERVER AVAILABLE SOFTWARE 
1. Apache web server (for Sun-Linux -IRIX platforms mainly). 
2. Windows US (for NI/PC). 


3. Netscape web server (for SGIU/IRIX mainly). 


Cc. HARDWARE PLATFORMS 
1. Unix/SUN like platform. 
2. PC like platform. 


3. Macintosh platform. 


D. SECURITY CONCERNS 
]. Proxy servers. 


2. Gateways (Bastion). 


(5) 


Windows NT secunty features. 


Routers. 


{> 


E. WEB SITE DEVELOPMENT SOFTWARE TOOLS AVAILABLE 
1. Mu§crosoft Front Page for Windows. 
2. Netscape Composer. 


Adobe Pagemil (old version). 


U2 


4. HoTtMeral. 


Macromedia Dreamweaver. 


tA 


6. Net objects Fusion version 4.0 or 5.0 and Team Fusion Chient 2000. 


F. PROTOCOLS USED 


Pa se wee 
2. CF LP. 
Soe Ce ie. 


G. CONCLUSION 
Ithink that a PC/NT platform and Microsoft HS as web server S/W would be the 
best solution, because it is more user-friendly and NPS is already licensed to use it. 


Furthermore it 1s easier to maintain. Microsoft Personal Web Server that runs on 
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Windows 9x or 2000 Professional edition would also be good choice. For web page 
construction Microsoft FrontPage 2000 would be a good choice, because it 1s more user 


friendly and has more capabilities compared with other editors. 
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APPENDIX C 
Suggested Configuration (Optimal) for a Web Server that Uses PC/Windows 
9x-NT-2000 Platform. 
] consider that the following requirements would be the most appropriate to 
implement a suitable web server: 
A. PHYSICAL WEB SERVER REQUIREMENTS 
1. Type of server: PC-based 
2. Server station internal architectural characteristics 
a. Motherboard: Any motherboard that supports Intel Pentium II or UI CPU 
b. Mucroprocessor: Pentium II or HI /450 - 700 MHz 
c. RAM: Atleast 128 MB SDRAM DIMM/PC 100 MHz expandable at 
least up to 256 MB. | 
d. Ports: At least 1 serial, 1 parallel free port. 
3. Number of expansion slots: At least 4 empty PCI expansion slots. 
4. Type of Network Interface Card (NIC): 10 Base T /100 Mbps Ethernet. 
5. Permanent Storage Devices: Hard disk drive at least 12 GB Ultra DMA at 
5400 RPM or higher. 
6. Removable Storage media: FDD., Zip drive at least 100 MB, CD-ROM device 
at least 40 X speed. 
7. Backup Unit: Tape streamer or CD-RW unit. 
8. Video Graphics card: S-VGA with at least 4MB memory. 
9. Case: ATX case with at least 6 bays and power supply > 200 Watts. 
10. Monitor: At least 15" color monitor with dot pitch at most .27mm and at least 


1024 X 768 pixels maximum resolution. 


11. UPS: anv system that supports at least 600 KVA power devices 


qi 


B. NETWORK REQUIREMENTS 

Since. it will be installed in a Personal computer that is a stand alone one, no 
firewall required. In addition, there is no need for transaction or message servers. Of 
course there are other alternatives for the web server connectivity that could be 


considered, with respective pros and cons. 


Cc: Communication Protocol Requirements 
TEPiiP 
D. Software requirements 


1. Windows Personal Web Server or Windows NT/US 
2. Microsoft Front Page 2000 or Net Objects Fusion 5.0 
3. Windows 2000 Professional would be the optimal solution with Windows 9x 


or NT (in the case that we will implement the IIS web server) 
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APPENDIX D 


Main Pages of the NPS Student Information Center Web Site 
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Figure 41: Main Welcome Page of the NPS Student Information Center Web Site 
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Figure 42: English Main Page of the NPS Student Information Center Web Site 
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Figure 43: Greek Main Page of the NPS Student Information Center Web Site 
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-com 


“0V 


-mil 


edu 


.org 


earts 


info 


-net 


nom 


store 


rec 


-web 


The first five TLD that listed above, established and used , while the rest remain 


The responsible organization for defining TLDs is ICANN (Internet Corporation 


APPENDIX E 


List of Generic Top level Domains (gTLD) 


For commercial business 

For government organizations 

For military organizations 

For educational institutions 

For non-profit organisations 

For arts or culture-onented organizations 
For information services 

For computer networks 

For individuals 

For online merchants 

For recreation or entertainment resource 


For web-oriented organizations 


inactive. There are also other TLDs that identify each different country that the web site 
belongs, like .uk for United Kingdom, .gr for Greece or .de for Germany. In addition, 


there are combinations like .uk.com. 


for Assigned Names and Numbers). ICANN is a non-profit corporation that was formed 
to oversee IP address space allocation, protocol parameter assignment, domain name 


system management, and root server system management functions previously performed 


§ 1 


under U.S. Government contract by IANA and other entities. The last meeting of 
ICANN was held in 16 July 2000 in Yokohama-Japan. In 1 November 2000, the ICANN 


will announce their decision about the new top-level domains. [Ref.11] 


APPENDIX F 


Netcraft Web Server Survey 


The latest Netcraft Web Server Survey was held in the Julv 2000 and received 
responses from 18.169,498 sites. The following graphs depict the market share of various 


web servers. [Ref.18] 


Be Apache: 62.53% 
Hicrosoft-IIS: 28.36% 

MMR other: 3.65% 
Netscape-Enterprise: 6.744 
Rapidsite: 1.722 





Figure 44: Web Server Count by Sites 
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Figure 45: Web server Count by Active Sites 
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Figure 46: Market Share for Top Servers Across All Domains August 1995 - July 2000 
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GLOSSARY OF TERMS AND ACRONYMS 


Administration Management Domain 
Consultative Committee for Intemational Telegraphv and Telephony 
Digital Subscriber Line 

Frequently Asked Questions 

File Transfer Protocol 

Graphics Interchange Format 
Hypertext Mark-up Language 
Hypertext Transfer Protocol 
Hypertext Transfer Protocol Secure 
Internet Explorer version 5.0 

Internet Information Services 
Internet Service Provider 
Information Technology 

Joint Photographic Experts Group 
Message Handling System 

Network File System 

News Network Transfer Protocol 
Personal Web Server 


Portable Network Graphics. A recently invented graphics format that can be 


10 to 30% more compressed than in a GIF format. 


SSL: Secure Socket Layer is a protocol. which is used to transmit encrypted data 
between a client and a server. 


TCP/IP: Transaction Control Protocol/Internet Protoco! 


UDP: User Datagram Protocol, which is the TCP/IP protocol that provides 
application programs with connectionless communication service. 

URL: Unified Resource Locator. which consists of three parts: the protocol, the 
domain name and the path. 

WYSIWYG: What You See Is What You Get. This function of a program describes that 


what you see in your monitor is what you'll finally have printed in your hard copy. 


86 


igoy 


1999 


~~] 


10. 


BIBLIOGRAPHY 


Lincoln D. . Stein. How to Set Up and maintain a Web Site, Addisson-Wesley. 


Chris Taylor, Tim Kimmet , Core Java Web Server, Prentice-Hall , 


Bran Underdahl, Edward Willet, Interner Bible, IDG, 1998 

Deke McClelland, Katrin Eismann, Web Design studio secrets. IDG, 1999 

Scott Ware. et al, Web Site Optimization, WROX, 1997. 

Roger Fournier, A Methodology for Client/Server and Web Application 
Development, Yourdon Press. 

Lincoln Stein, Web Security A step-by step reference guide, Addisson-Wesley, 
1998 

Stephen Spinhour, Robert Eckstein, Webmaster in a Nutshell, A Desktop quick 
reference, OReilly , 1999 

Norman Schneidewind, [$3502 Notes, Naval Postgraduate School, 1999 

Robert Orfali, Dan Harkley, Jer: Edwards, Client/Server Survival Guide, Wiley, 
1999 

David Elderbrock, David Karlins, Microsoft Front Page 2000 Bible, IDG 1999 
Lynda Weinman, Designing Web Graphics.3, New Riders, 1999 

Douglas Comer, Computer Networks and Internets, Prentice Hall, 1999 
Ted.G.Lewis, The friction-Free Economy Marketing Strategies for a wired world, 


Harper Business, 1997 


16. 


17. 


18. 


PC Magazine. May 2000 (How to build a great web Site) 


David Buser. John Kauffman, Juan T. Llibre et all. Beginning Active Server Pages 


3.0, Wrox. 1999 


Steven Brown, Implementing Virtual Private Networks, Mc Graw Hill. 1999 


W. Richard Stevens, TCP/IP Illustrated Volume I the protocols, Addison Wesley, 


2000 


8$ 


IN 


2 


14. 


16. 


Li: 


18. 


LIST OF REFERENCES 


www.fnction-free-economy.com 
http://www.apache.org 
http://www.microsoft.com/downloads 
http://website.oreilly.com 
http://www.imatix.com/html/xitami/index.htm 
http://serverwatch.internet.com 
http://wearables.stanford.edu 

PC Magazine , May 2000 pages 135-152 
Getting started with Microsoft FrontPage, pages 253-262 
http://www.analogx.com 
http://www.icann.org 


http://rs.internic.net 


Professional web site Optimization- Ware, Tracy, Slothouber, Barker (pages 107- 


124) 


Computer Networks and Internets, Douglas Comer Prentice Hall, 1999 (page 


527) 


http://www.microsoft.com/catalog/default.asp 


Roger Fournier, A Methodology for Client/Server and Web Application 


Development, Yourdon Press, (pages 523-525) 


Werner Feibel, The Network Press Encyclopedia of Networking, Second Edition 


http://www.netcraft.com/survey 


&9 


Microsoft FrontPage 2000, help pages 

Microsoft Internet Explorer 5.0, help pages 
http://www.librarv.ucsb.edu/untangle/tennant.html 

http://www.barmnhart.com/ 

Roger Fournier, A Methodology for Client/Server and Web Application 
Development. Yourdon Press. (pages 536-542) 


http://www.stage2live.com/index.asp 


90 


LIST OF FIGURES 













SIN] TITLE ~CHAPTER/APPENDIX | 
| | | | 
' 1. Apache Web Server Logo | I | 7 
| 2. | Microsoft’s Personal Web Server | I] | S | 
| ! 
| | 
(PWS) Main Window : | | 
| | | | 
3. | OReilly’s Website Professional Server | II | S 
| Properties Page | | 
4. | Netscape Navigator | ii | 10 





Internet Explorer 








. The Matchbox Web Server 
es Client/Server Programming Model II ! 12 
§. Microsoft Outlook Express 3.0 Il 16 
| 9. Netscape Messenger . I 16 
| 10. | Microsoft Front Page 2000 : Il 18 
ee A Web Server Inside a Local Area | IV . 22 
Network (LAN) : : 


A Web Server Connected to a Subnet 





| 
| 
| 
| 
| 


13. | A Web Server Connected Inside an : IV | 24 
Intranet or a LAN and Inside a 
Firewall | 
14. | A Web Server Connected Outside the IV 26 | 
Internet or a LAN and outside a | 
| Firewall | 
“5. | First Web Server/Cliem Model —=~S~=~CS*~“‘—s~“—SSSCS*S*—SSSCSCSCSOSCSSBSSC*d 


| | 


9] 


16. Second Web Server/Client Model : IV | 28 | 


17. Setup Page of Personal Web Server IV | 29 | 
| | 

18. Icon Activation of PWS : IV | 29 

19. |’ Main Page of Personal Web Server IV | 30 | 


(PWS) Installed in the 
Penttuum233mhz PC 
20. Internet Information Services (JIS) IV 3] i 


Version. 5.0 Components 


‘Qi. WSPerformanceTunng =~ ~~ SOt=<CSESC“‘<C~CS;*é‘( OO!” 
22. : HS Control from Computer IV : a6 | 





Management of Win2000 | | 


23. Identification of a Computer in | IV | oe 


~ Windows 2000 Professional | 








for a "404 Not Found" error 


24. Virtual Directory Creation Wizard in IV | 40 
| 25. Virtual Directory | IV : 40 
| (HELLENIC_SITE) Created in HS ! | 
26. Virtual Directory Handling in PWS : IV | 4] 
27. Virtual Directory (GR_Site) Created IV 4} | 
in PWS | : 
28. , Configuring the AnalogX Proxy i IV | 46 | 
| Server | 
29. » Indicator Icon of AnalogX Proxy | IV 46 | 
Server | | 
30. | Default Screen for a "404 Not Found" i V 53 | 
error | 
31. | Screen of a replacement error message : V 54 


32. | Screen of a Referral to a New Web 7 54 





| | Address 
33. Main Page of Stage2Live Program | V | of 
34. Log History of our Web Site using | V 57 


Stage2Live Program 


35. - Web Pages or Files that Added, | V | 58 
Changed Or Deleted Using Stage2Live — | 
: 1 
_ Program . 
36. Security Information Alert Window VI | 60 
| { 
| for Secure Documents 
| 


37. . Security Information Alert Window VI 60 


- about Insecure Site 





_ Username and Password Check for a 


LAN | 
39. | SSL Setting In IIS Web Server | VI : 64 
| 40. | Encryption Setting In Netscape VI 65 
| Navigator v4.77 | 
| 41. | Main Welcome Page of the NPS APPENDIX D | 79 
Student Information Center Web Site | 
142. | English Main Page of the NPS Student APPENDIX D | 79 | 
| Information Center Web Site | ; 
| 43. | Greek Main Page of the NPS Student APPENDIX D 80 
. Information Center Web Site | 
| 


| APPENDIX F 83 





45. | Web server Count bv Active Sites 


46. . Market Share for Top Servers Across 
' All Domains August 1995 - July 2000 


94 


AGEN OLE 


APPENDIX F 


LIST OF TABLES 


‘SIN TITLE 


i 


|. | Naval Postgraduate School Campus 


Web Servers in Operation 


CHAPTER/APPENDIX 


APPENDIX A 


| 
| 
| 


PAGE 


69 





THIS PAGE INTENTIONALLY LEFT BLANK 


96 


Ud 


in 


INITIAL DISTRIBUTION LIST 


Défense Technical. Infomation Concer 2. sco eee od ene ce cscs ane eee orcs 2 
8725 John J. Kingman Road. Ste 0944 
Fort Belvoir. VA 22060-6218 


DUG Sy eR NOx ona y jste toe ahaa teare ere wig an ee hector gece eee ee es 2 
Naval Postgraduate Schoo} 

411 Dyer Road 

Monterey. California 93943-5101 


PLOICSSOR NOnmaan 6 SCHiIC 1S Wi aa ae ome ] 
Code IS/Ss 

Naval Postgraduate School 

Monterey. CA 93945 


TEER GG tas aie osteo 2a ee wh ae eee ] 
Code Cs/ge 

Naval Postgraduate School 

Monterey. CA 93945 

TERE OE Siar atios (SAU ZiS seta ccc iierns bat Uae yee ce ca ene ena RON aimee tee ey cuceerene tree eet 2 


17° Noembriou 25 
15562 Holargos 
GReeECe 


ane TS eC OG eis CrrOU tts nites onic cn sac eeatre ere tucretenc a quneo Ohne sagen gee ene J 
Code IS 

Naval Postgraduate School 

Monterey. CA 93945 


oF 








GG 230nP¢ . 
tt a Cb I0 f 


0% 
7 
4 
_ 
) S 
_ a 7 
| ro 
7 _ 
- 
7 
- 
7 7 






































































































pe ry, OM Glee ree we ee - Me come « - « se z 1 wae 
- “ © i) ~~ ye ee ee ee eee . «- ‘ e * . ~ - i Oe ? as - 2 re od 
ee AR © ee were FF ke we . 8 = . wad - a 2 . ‘ > oe » < ac4 - : -. : : ™ “ @ = ~ Cine of, ote sca a ihn ed Lee Te ee ae =e 
ee ee Ho mole c * = > . _ 7 . ae ee = © ses -¥ . e - , =. - arene ates ar ie < « wm usey era - 
Cade  Wwua ce we ee : PF , . P . . ’ = © os o @8 «@ a . o “ we wen . ye pia pore “2 » se es tt hone 
FEARS on teed © . *« = 9 > wrens oh te is q que + e 2 amy ~ 8 © ag 9 Cue » ae = Sy ane. * ett anw eae Oe oem ot ot oe ane wn 
* 2 © wet: ~ oe ear as # a nr i, - we = aoa Lwbe ~~ a= eat b 
wes aa me B BH MH me - oe = ” » ‘ aiid al ° a ‘ « © 
eee nm FS = © OOH @h YF - @ - 4 “ ce ~ FS ae = -- 
~~ co ae as «See 2 © seen . . a - . * , oe | 
- & =~ - m » 9 Sie Par P me os 2 y piel pe 
ee ee - & <= a . - — > = i 
eel © ee Ow CF OP are ew oe & ae ee ae a © : rT a = ~e S a 7 
- gf das i 2 oe Le a) are , a “ mwa ‘ . : a t - chert . "6 f Gas BP cca eesoae oe ee 
- oe a Oe ge i ee eo ee oe a ve a a E : i 2 i = “4 Ll a Be dics fil amt bol 0 on Ps 
aA EM. ee ee Pa 8 i wae A » we x avin . ms it oon . a 
a%~ =t-oe a ee es Sm RR Le a Bade 7 * . a 
Ce ee he te Ss od ee eT “wen © meres P e . an 2 - é ea e an . 
eo. ow Bee ee te oe Oe A OS AD me a je = e » ” au . _ ovftebas 
we OF ee RT Se he, “er * Se ee oe ee aires ; Dera 2 wate =. os a 
a A Be Gy ee > Otsu me engee « * wise gh. “- i) 
Sp iphone teens tlie 2 are cal Co ite clara ti S < lee! ig ba = alt ss 44 ft 6 --™ - ° PEN ee ORb ee . a < = er 
—_— we ee ~ te ae = 2 eee A me Fe ee Oem > : ~ ‘ 4 ; de 5 3 > cose ea oF i PI PEP tt x i vont 
eee a opt te, oH ee ee ee mo Be Han ns * = “ea © ® M a = seers ~ aie i an . = Lo ie 
Re SRO Wa - hp ew sas oe SK Oe Onn PY oy ORE Fa Same at wy SE, ee a Mee Or Mes 2: <* pe. , ~« << ed o = - ~ «ae gt 2 fetes o- 7 vate S 
ee ee ee oe a ee ee ee amen mo hae } pee Fee F ae! eseees ae we rt 
ee Ae ee ag We nS Oe Wms nee Ee Bm eo. my = @ «@ Pare 4 2 A nth ier ae pete : Tlic Seale 
ee ef PTO. I = Ln Bin EY oe See & Le te oe 2 ee & ewutn se, ee “« . ? ~a : ; oa a e 
ee eae eee he eee =) een ere RS Oe eat te a8 oe clan eee 6 Fa wae Oe Chen Serene - a . Taare . - ete eo Mae noses 
i a, ee ee KCN tow ROR ee Se Ree OL awe oe obese & 1 wo Ree we, e + ae sand ee A spall ois ~ 
> m ROS MM © EE GN Wee © ee he | Se ee LO Femee- 6 0 ewig — a Ue - s ~~ im 2 ioe cn. ets at d Pe ile ; =u 
ee ee ee ee ee ee oe ao en | rn ~ - “ee caw te 7. ree Hume nen . KO ee 
NO er ee OS es eee BT OIE 2 & ery — & dee HO Bee nM _ ny 8 ee i = - = “i =! Ta ae - sie 
AE eas TAO Oe ie foie ee ed, ke Rel ee ee Cs ee 7 Fs a age earws =e : of aa og geal a it Pwr a> kere 1 Serge 
ee te Pee et ee DT et, ee ot ee HAR 6. we Ogee Ay . mo . ar GeO 8 8 nt ee eS ; ‘ Sag Sea ee Sehgal ge aero 
eee tiie ORD oe Se. SS Oe MIA Rte Fa Sak OR Sy wh DF at OR Cp et! wee. gVl ewtet 6% Fe votes io - * - * - « - ae mg we ‘e ee a “=. etree & tm Meemigs ae = 804 ye 9 cttmte Mita a UM Se BtOs eT pp at. 
Se ee ee ee ee rd ie pend. gn-n = una" me ese mee 3 ee ames aR bv 4H ey oe ~ aa 2 = ae Pee 4 indesuekorcee “a avn of on mgt ance 
Ce ee (et Weegee due me OF Marre OF id *" Tote ve ¢ - oe me © ao Babe soo te (aude Ves gs «de "seats %, wt ene “ L = . ve, eve oar~ ae = sucess «2 
= ee ee ee eee ee Po ae © We we fe che we . » ne ar a “@ , “Hos © serge ofS 6 when Ct WV ease te a il “wate 
-fevwwe: Te mn a ® hs. P-y- AI he Wes of tt WF ow s@ Suv “~ pee a “e wow e of a Fo aoe War -4e <= , “¢ Creet wn te ey PO ee = a we ® «te ~~ a eé a ° . 
ee he ee ee ae on wee P . mia! . se aver. . - 
me Be gee. . a oyt-® 2s * ~ 2. ae ne wee. . we HE Man e.n a —- - « wthho # te “ = sl te PK be nue « woos ff we we 
A Oe eA Ba EER ER LDS Or WO ow. ee mo elena Me Tat BDNF 1 = = Re Mie = ae <a : : 
eS Le ee ty Re PE ETP Ai, EIN S gee A = RN TE Ee Pedy oO Se ae i o _ pep ae ae - : BMT el 3 eerere Steceiy icevnye onan d 
i Te ed Np ae ey OO Ry BE SOR Hey, ELS. . R, ‘e a9 m, an me ee Wome” Ses a" yoy ® pea aA « pence ps tk OWE He mance a Cheap oer = ¥ 
See aeee rl mt tide thal leiden) CCS iL the ed Ct i'r Pon Bu 7S a <a me a, a ~~ Ppa -es & « a ia rape ch hte : 7 hae patel sent te 
CO Re ro ee pe teense! - oo ee es Apt & aoe Bn gle ty Ra REe wae wast 5.0- 8: Ee SO OFA AreeseF : t . 2 . » = 2» %6 . eee ae nt Mega kek Syke s8.o8 a8 epee Lert : a <= ee ae ead Ratan So wri m ene ON 
CAG Sr eee Hm Hy ys ‘ aan 2 me be PD ce ae = Ce Md te oe ee Fie we Oe Oy ee a a ¥ E a 4 7 . ae a std aad ¥ ee the Sw mf EU lte te 2 athe = a0 chem « a ePn en? sane mee sivsolectats 
-— ee ee He BERRY e ee ee ee opewey "ete ww 608A me “=P bo pezateremdche Rin ee Boo SGP ea 
ay Aa pleates 5 ro seep tia, abet in oy. Sane: See eae one To Se BA sou og ENO Ss Pe CaPymeTeS- <n ¢ PRM EY oh = Fes Pe Sante =. “sae = we Aeket aot! eeewn aq won 68 om eee om 
- Oo RA LS POXE ewe, setae OO ee oe a ee SPE Me, mY me Mate ee * wr rn ea ee 
Se ee ee ee eS a Re © on POM one yw. Puram Fatcm @manie et mee Oe ee - awe # * . - is ane ee _ E oe rene > . 
HR am ome eee a es eh mw oe a FT me OF mem 8 oe OE & onsen te ' = © use Pe 2 ee ed! ; 3 ' pe * « ye hee woe . ra ne mos eo NeMat OS Oe tee me RS ley fe Sere oe Rcaaie amg) at das Sates 
A ee cea ee a en oe eer Vig Be ener he ea oe ae cea Sc. meee is Weeke OF ree 8 a MNP Oe be, =e Pe Z ° =. en te =m - Z ‘ i coe Soca coe ee ne gna BO Dae Oeste VE we lt era ae Ong eS oe mT A Eee 
Oe ee eee ee Re ing & a Tree 8 Bee Hid a OP ee ee” H8, ae se ee ee i i : ‘ r @ tani “t = ~ a aaa eS : Page Sete SMe an Mage ayWes ae apie Ore we wat ae See 
Oa te Ee ei TORN Le “ir Werth A Ee we me Be * eT ee Cee te ee ee el : 4 - » » 3 é moi an » fe > 3 oe anld, me ty IR BOR oyun Mot > eon vm gn ot bps ae! OC tee Mie piss. s 2 eK: 
ee ee ee ee ee ee ee ee = Pe ee OR ee ere ee ee . “30 ef res . ae ww « eh -* yaye es wae ean wi tn nm te as se pen 
oe ek a ee eo aoe we RO em wR Bards ame, Ce CF OL Le RoR YE. oe 7 Wme see =ia= * o savt A Sn age d= ewha pS a aor yee pple Cale 
Se ewan FUSS Sn Sale w= SEPS REE ee Ae oe ee eee a SNR am tS E UN eee NOS Mn =) a ees WS) eer Sieekee em . ~ OPPS a 2h Ko = - é wins OP on OEM mapee Vole ee ane Sad maw «a0 en nnen oD AF STU Ie tase ge % itp van 
A oe SRS Se OLE Oe Ty SP Ee PET oF Sigg - © Bp Ped chivas. Oe f Pa Oe ae FREE Ne OF ed Bay eo P ’ * 2m top Te To ones ¢ ephel se yee es en ee ee eek ef en ee ae | eee ee we 0 claplladagl tent Pe mre’ Wins @ 5 
odie tea aed i a od On ete Toei habit, ite Ec Gala ae eo EERE PED , went 6 Oe F A $- mee CK 59 Pad a ar ae . On 4" pay ape Per Leen Ore ate COs CRG Om ok eee Are 8M Be 2 ages re OF iO ge Cee, ers ek 





8 - RO  e e M OTE «See Em eee AE Te RO nL yo hie SUID te pe Me Se he 2 Pye PRLS Fare a ema Oto eer Fee Fe 


~ BAe wa Oe 
gehen ete ee ee te ee a ee Say Pe er BEd LR ORE Re Hae) Oa Pm 


wD 0 2 Aig Fate etch 





imte ee SE ee Se owe “ Lae 4 bs - ‘ . . OO Re ee oF ot. Omg 
0 ~ PARSO HOMO Ue, «Oe 
































































































































































EO ate eee He ER © Ome =f Dake es oe ae 8- 9 Big O my ee H- @ OU wise? DA mmo * dus Fa dire 5 ~~ oe AR Pe on Oe Pout ote wR O# BR? il we ode odan % ake 3 <b a TRO, ee ye “See. fe 
Poe Pg EOD yee ot Oe. DT) OEE ED Be ty By Be Be oe take eee 5 bs s? NPE FF MO Hy ao ivyeedeus ee ‘we, « SOR Ne Oe eileen ane d ’ Ly la i = ae ee ow 
Se ee ee ee Se eee ee Folk gM y- reed 9s - ae) HoS Oh eee Ee CD ek” om weve 4 : 2 Orne ohn & ¥ pt iw as a ol aoe Siem pass wes urcmcalameenae ; Cwiwtesweelian 
Ae el ow en Me ee ee PogFe. ape ts tam . » Pewee Kee BED MBE guiees go = #% eeae Sipe @ oe wnwrs P oval - 4 r — aE Vg 4 ee ee ee Pees PATS pee . es aoe 0 tre yeahs Tee tein rele 
orm: eA = OY SR Pa 4 - fa, ond FOR te ABS & BE gin 7. we tae an@ Po@ede tesa Beey ogee Meee © = 2 “#06 yaa o« 4 Ro _piwehn Ser | wx ee md he eines aa . =k! me ty EWI) Ae ie me ly EP e Sey aoe pe 
ye SSP Fy he OH we Pe be Py © Pe Bie. 8 2 6 me ae Fe IH. He vee WP ee Oe «Fe OFC Ege Pt Sussety oo SX wa. nl oR poles apn =) apap tats oad gual = 7reun ayer % bs ee I Soe ce A ere an § a On 
Re em ee TN seers =e Mm = wer, 1. aoe aR Em Magee ma Hr OSE ry é = Pe Me weeed oe * > eee ee Oe 28 a Share oot © i erst a UD aterueae: calce Pp saint te SEK Armee e ean of, , wy SE Oe Cree ag a“ 
et ee EM es ee ee ie eT en ee er ee ee ee et ee, eee ee we Sh em bi pee nee oP we - . “* rr. eee Cn ne aeru Poses re Aes rary a ve 26 
ee ee Rr ee Sn el el I Rl el ee teed Ee ee ed Pee Oaks tae Cay FT ae Ft Pals Pte he Kaas thes dete new Bo F De Rafa FO AF RRS seks & aéh om a . S°S PHEW wants poem © 
ee ene ee ee ee eee ee ee OOP FO ta dhe My tie Ca Hee mrLe MTL, Cy es Ot ay fare? Pan Ey see "- Bee arnt feet Sse yk = . - ” ee oe mth hedged ea 
Ce ae" ee ee ee = tegre Some . * Been Qhee ce = Ry ee DA Bee amt itt Ga ey tr ar wipe EES phe eye tt eg . Ee pag ert F R/S MLeqe OH a cgeenn ve 5 SPAT poe "ef 
- ee ee ee ee ee out Fetse dD “hit tein 3" reer: ae wh eRe msee% = oe = Be 2 © tk Meee bake nas 2EO Bak ORNS pe et Yininn bs = Cail Pitted lh 
Se PR RR Le nL ORT EE mm, why: _ 2 Pewee geet! geen emt ws Be BNET le & apie Freres ee ae ee or , 0? 0p wand 4 . 5M a¥.G DSisen ee. Mago. oc: Cea aPot = Re Bio >. ies bertnks pa 
Oe Oe ee soe ee ee ee ee tl dede « aye OC e se tee PME Oe © ate ULAO = wy POC mS GhP bo) eee 19s, I EOES ie e. . R 6 Wey Meter gs ah ent 5 9a =! aes % Game, Ao PPP a eS ests 
Meee. pee me a ROE Be O. Ba Os om BA OE Fe Ba Br Weds Fe 9. Fae Qetie Or te OG Met Onva ae abe © on Ota oe nd “ake gg eue teem OP attar er airee ae © ot ve rhe» aco St ee ee ee eee ed Ce ne eet ot oP, wet pesy wm ci 
eo Nak Ree We ME BF son ot eM,» ¥ abe oss Gage Lie aie ee »- -e ce eet - " 2 ‘ ot ee Tee BR Wee Fee rs yee Lhe 5 rea anwar my z 
——— ~ # 8 eu tae Be ayy oer Ns agree Same s Diene® Kgee ~z : fe cP Uumg re 26 ty nlp BS ese Bpl eben VON BEEPS, hee oe 
—— SO ee ee ee ~— mm Ue pede PANO VO & Ge sk ebemny wat 1 OR pe een Te 
Supe 2-8, case Siete fati dye Bo Sees ae ome ele tadathe a & Phage - Serge 2 ewe 1k « - to « buted tr ok 8 ok Wa uhed S55 TM ese PORE w 
—— Kb ee 6 -ttee eR OES Oe The eB Same Ps -o ee 8. oe ae ¢ - a“ Rives go Ne ee ee Pou kee 
a POR & Weel ORS Oe oe ie eS i wip late > «-* ° ae 1 seria & ~~ Mee mane = a= neaes ¢ otete: = APPA tad Gerd eB re Pavey bess: Rees : ol CO GONE OR kD tame ee 
Ble ee Peaks Poa. Pe LY ian 7 ? a<Botet Saf oe mm ae ee « = ‘we Ars « a? TOS Fae Bary om! ce ow oe BDI ohm TD Yeh = ow ASP um Sate ge ee ae oe nga cee eh PR eR OP ot Pat ge mae on ee . was Yet 7 PEA: 
— CO Pe 8 ee 8 _ ow ee ee Oe OE MRO. ee 8 8 Sel RS gE NB ¥ oP oh a Sa@ises wrest te ew “~~ atm & Te ee ee ee ee See ee pers Amines Waren ight pid - Lt ae © Me emt ad oe __ 4 
———— OL mbes Mem Ory NE DEP ES On Beag se A- o OAs deans Phong sd. « Cue ees 6 teenie MPs, WMaeye Me oon a pooh Ae - Cee Paper ep ae ae 
Fela Me Oy Bere Sm a a Vame Searzt  “CNbTe Seer Myer = oe Bie 58 ogsps FO ae OY eee EOS Le are Ce + 3 wes Lag? pene pl FE ew re ee gt ah we 4 papas * 4 
——— ee ele i ete Te ee es Pel Ae Te ke foern € * aren ast Wi hae ga SOBs om way See ® a MegeehdMens a, gifs - Oba. a Pegenn, ng = -he eee ee ee a a, Revue 2 a ae 
————— ; pear a < a 
: ™ M B00, he aA d VES MeE haty me Mae AE SEHK ia, dean Fe ‘ Pome wvarsn “7 ARE a8 ane sep plane es ges a Pe . Neeeay 2 Eee D-Boe Gat aah Oe ws sKPy WAMUGaee Reo ee ore set Ota ame. vhf Ji =e 
: Ce oe eer eee TT ee eee ee Pe ert er al oe Se ee ee ern errr es or aon es yhse coeahlt Veen te tek oA oS sengre er AP bag = FSP BOC Re mf Dette Plastic Lepmenthan! send ey ee 
———— ™ ee TE fe et ee Pe ee ee ome oe ee Pe Pulte eet o+ & . iki tte we + {wy A Gree taptatgees = Une eoiptegeee® 45 ware re'h a or ef apn try Poke bid taped uncmnaes's ono P% rane P erte epi benpspiatedh ora a were OD Even ids Gm 
————— Le ei ee ee Se Pwteen =) . Suse ame pe og eve fe Me Chee mi Se w Py fee So eeph tts air teeee Uisent Ai we sie | jae saa ee IEA EO 8 Ane © 68 
. 7 epee te « te Ae een Ne: 2 t vat ee ea) af “Bee hbwnnkutyre wa gy fated *-L > FM pare : haste’ Oe aouoaie ae eek DRT Ne Te chet sae Mee oP soe ee om ve oral o£ AGP ae OO 0 ave 
———_— hs AeP Shane © daw em twee tee, ~ Mage em oe Satie ~ #0 ogy tersse pe ¢ Sieg Shee BF ae nae KEP tT Mat Oe FBS 0d Eee est erePen es Cha ve ntdthaded teat Pe a ee Eee MNT om Osa 
5 ee ee ce ee ee te f » Cae At FOO at dete mes me ow we Le po Fad Be DP Fe A hem ~* Re ee ROE . a 8 oe oe Pe ee et hs «ane mpid~nten ps rte® a6 <cu oes at Lore? Pate eK a te Fay ar GK ere 2 EGR rE te we 
nn WN we ai Fy RUOOIES VP we The M Mek oPoee Be at ™: 44 00. oe . wate Boge BON ge pmER Ine DE cet ar cye NP Orve ee ote “ey SOU oe ee AP CREE FED mS on oe, = BCs Job ap eh ove oe cumin ee. ee 
———e al delat be 124 Fn 28 But BPA ART WR MeO 18S Sng = Mh “va J Anse res ny TEMPS 6. Ree aed See © 7 E Wok Muncy: ae = end ¥ 
——E © ge OE ID ve apehcwede « ae WednS Ces Reber ett eee ‘ Be er een Eiescs apes a Sat. Pe oe wa sire mot 
: SE my FeSO PRO Per aurae Er Pade J, AP Oe Le So wee Ja Wat re Fe ne Ue one dee a 9 FO see = 18, i MORE -RARThImgh fe egtkinenice atte ern spt aave skp » vet ara -arw. 
ee aa! OP, ~.0t Cada « Sabena we an naetaee (AM by, © ee Ta a fees Ge FPR A oQNsA we ‘ee ch ota®. PP ated ge « Cnt = hye . Lene ete SEP 8 eS aD ee ue Deh a2eq 
————————e 92-8 ©a sy Oe We te Sa Te To AM DM FETE Bye Ol -Seerese ta ao eus% vende ada ten ee ed ee ee ee ee ee re 
= PE NATO ee sa ZaFe Bose® Val FEF FEg <caP ein HIGH Fr Pawe =O aeee i. Theor sept an OPP RLD Em BeBe BaF --? eae “4 On wt, 2f " 2 Bes Po ee CSR OR SI ge SE Rye EeRS PR mghy PAD fa Ce Paring Op dnt P8826 SyBome pa Sine’ tee hn ane 
— = s © Peet sl se. las Qegge "OF Le INTs % atee " he ar Cho d pads BO a PEAR EM NF REMY RO Fed + mela om ety Op gin he Naat coe S70 UP pete atten Lay 
eS me ohare ewe geo e TST SU OM gees pr -sm\e- “el eret es . aalDe a Pama se ~t* BUR gh gPUdeone mp ona 4 Rw eked wa "Kh biygrew Pant aor ue pe re ery 
ee ee eo et ot oe OP ah Fer dog vod Pa af gays eat Uno ete  « : » ‘ u ts gan = " en ee ees ee Fev tyast Liha 7 eet umt . : re Z 


ome Fo = 5h Hi Pyen lawl bey. tava re make lve ow, . c A ? d Or 22 Bye act a= ~-T ve pen tataas 





I 





























v 
, 2 Wy Py ae SE Seeks ow PP FO OER Fi hot ee Tahal, eb nalah A ham ~ wary weafive Renee ary RY" PKS © BA PT Pe OS irae ha 
—— anean See Me ee ae ee ea a ee ret BE POOL ried, Ween Gen Ss dy! ay WO yp Tew eae® 4 ‘ s a ep? Maw Ady etter shee an weuge vo 
Fo Aen we Be FARRAR  EEBlO wipe es 6.) ESret ean Ay = Awe) Aw heapn, ween, mde Tedoust ae Bat « wiungtgty 
RADE TNO TSM DE Tee Been OLS oe revs Missy tated Sa a Oe rere te eee) ee ae eae 

y ee wees sw, dS Be il tel hailed bate “eee oCetr ir? ws an vyayegpeeh sD * ek ott pates ce. 

prune Pe Prony » See wh Famenge ge We Pa Oat de pat POLE SA Cag ATE ay Sah wre OOS ATES 8 Pe ce owt 6 we CF S Foyer, 

bs Laas Petes accent CpFadean sayod fer k Meare «= Ossie gt vures Hy le eeh Sigh marc’ St 5 F AeA Avo MOUS VZV AM Op egy aes bene’ cel 
<Pe NTOR VEL NS 8S ar lage Fe My MPT SIM DaINT Me TF ENS Baga wyweas on det dT al hgidaddieden te tt ohh voted Ae bilh & lt ios ie ee 





> ae tae fom Dare eae 





ey Waa 8a PER GAAY LP Red? ag AP eee Ree 




















ous hoe oe Ri mee ey, “Ulm ok RT Ak etd OA ok, 








3 2768 004 















































IAI 








. A - AW F282 net Reka c c. « 
Pe ee | ae ee ale we Pat hs Aa PaP te wee de DaFs Wyn Pu ode Pete esse" Uf MW RA vag oe my AAD GNA UES KWAI ABETTOD AN re tg Nace aaa ho tGevarnr wansecmttp ey cen ae: 
Oar Same T PL mere feet A adam £ WLP eho dce ‘ ne Fo Be Oh Ong. Pade im ak CaPaP us adr Onfrt Be POET ce Dee WIAA MTL PYEN TS anndley hen Cs ee eee ae eT Le 2 Rel Pe AU KP Ras TED AMS PI eho te Veins Avg tl O on FTE Red oA phy om ats £F GSW RM elors PR pec Ha OD Fer ar ee 
a= Gate ot = Re epg ty Ded =, fem &, hy OI 8 Om Pee 68 & ewe Acme wia & «@ e = a Jt? oF rat Bie wed RE Le enwl bak erly Rema GES Ol? POL OTHER eel Pah One 6 A Mage Sn ey is y 3 
SEeece ste PPE Fa ah ph Ae eisieg As oa sb-Mehere paet-rsee « = Aa Rye =a CP Pog Ss Fhawy = Bian = 
nn, haere meseie we Mayreesinconen ween i Seciee tem 6 Seereg naires ator 
eee neafe {3 eR seere Payee melowr es dos PTR E Sethe mes Pkt ee ies ee, ae - 
sy Tent? Ogos Ht oe ia Ad SPaseeite Fy ePebe or = o™ eR t hase pu cy CR ios pi Owe ay OPA Re, 
Cae fe on T aatesua ee tak. ale ole ee we haa ete Bm MBreek ce Uo je om eve 
: See Shee 84 Fae Cee Tawa «5 ben Se Me oF awed tele “red & Lre_a 





ate g PaAD See her ey Ge ee ot -andarasng By YOR) Aas BP 














eee $8 me perl oGaesetl tee 7 
Os ghey Mee ee | Fey 5 DUNTS ce cee E hog ae 2, teen meal Ae tora Went, & Wok Se ee Enecre deere Br Oe Oy Met ee nap ve a, 

- Aegis ae eet ot , ee a A SOs Oe Late aa gt pO gem be UVP TO As Het ve wt dé ce PEMESE. MOLE Ratt Kripa 

alta JN apa as Ye Ferecq sere © Osta lt? Promega Aroeeye Mile’ ane CPFaser fs TAMPERE 2. aren! nnd lus y tuted ‘ Riv PISS am AEIARU SCE LL F-APLEF Mace Sate ODS we = sn V0 the: epet wpe ke wubg 











ee pet on 9 pate May ae Bete er eB hg “PES Coppa *enck teTl aw ont Rw (Autep waves orea® SL i ee ae Poor Toe) 


Samet Aree, ima ! “5° 
a vie ode P 8. Agta Am. 














porter “Was &S ae +2 Fen pe rise ia s* te “we . fm RES FLA. yeh ACBY, PF 9) ote Pek oot, 

Ota ae ma wt dePeemGe Ee oan edited ip a Re were, coe . . C Tew 2? nee? AY ER Col ad A wire gh wy weet rive ct: nt ~ 
Sa he waa. it tee SoS, AT, Pera omy Wes wee sx Feet me on sns . : Ure Wathe 2 OF 2 OF, SAE ye eh lee Var. e 
> a Fer OP Taqseant: we? FW crate i “ " Dae Oh wg SOF eTANL Se here DE ot ol Fhe Cag ee wt OCR Lote ate eae 











Aeatewepeeqaater my PE mar 








































: a NO ow omg? fh Catone’ “ ee tee Dh eel el 
art Pe feha cu antitls te acde FE OG TV ety Phe vg gys gy Gaye Fale MURA EY ewer wy ast ean? sD oe Ras hg ap BS eee « . «(gh atadbstet @ eo = PPE sO hk feed Med BOP y BLS 2. 98Ue 
PEK SAWALOEM CPF » ae ote oe ee On OG ae ee & 2 auesee ie eee eT Oe tL Cr Pr ee ee ee ee 
Cet) eee ee ed FTAQG Ow toa Samy ae Les ~ VFtw~, MPR on05°: at ot Se al ae Is eC ee ee re! t 7 pet ge 8S Ba tort 
aq bu fae 62-6 U UIA APs ™ @! 2 wits Seater Dia F ft. fuPeente EF. wnt BE Gere OF 87a BOSE A Dads NSnyton Een SANS TES . WA AS : : TIRES -VMMTA 
O- Fn ey ev PeEt= Deon Ce tae de ad eh el . rR: ede Ree get ee Si Fie ~~ 26 TPS FR Pewreaye) 2 rem sddiho hel oer at Ait eLete ry gs PERL adD Fiy i Det rH ed RS PEAClS heed a Erte Gr! ae 
x wah Sx du te OAPs oe Puce My an GF FMR ra Te atn word $9Ms PERIROd reborn bbe ga hae Sa Rag ct Am , a Pu Lindt O Mona wt ees van8 aoe ee pee 
Patigeeres pafaage ey et Tee ch) fey ee em Sng Vea as We? SrAnte Ren ea ha O NR SEN CUR Kay cinme LAN ER Lee g SM ney ele yTGt Prt oF BU Ree ne gia Rar 
see Ptah Fens? = Ges EXOT D Ob es 26 Fry Oey Fda ge PUeee ts oP byt. rey.te SOT 6B RAE SYS wal ppd tee ele he Ere ee raaes 2 wee are renae ey, 5 A w@ mh Ulett) @ ims PF Cag 


Pe ee ss t Maverderpmeas © cage OE OD tere VA 


Prey we Oe Tres le. 





Seas MAIO Dee put "lee ER: FUN A$ Kaa ee 
2a a? DOG am mais) SEP at Wa OS 





re 






She 70, . 2 « Woenwgad prveree © 
Pad srt es Purse " . P . erases Par ewot setreys sive - 54. Manes o 
ete de F. | . a — “ = . pre Seems Ah eee! Piet vw 









LN Oo Ue ote woh Petal es ee 
otal ee ge’ & 8 72g Bangtds ~ 
BTONTY pode PewOOt ayy perec sted 10-4 












Fare P Gres ad 0) th aah gus 
. But me he Fer te, Pens ce vpbatalyng Ce TS FUPCE F Farad Meepg hak ale Ber od OVE Kade ETE 
Aap Rams BATS We tae 7? me sek Py eRpRiSakeW By Orfe Phe pst beaded She ane E WF ars gw sadew yh cates ‘anas=s Sor & eele taed 
oe r - i ee a : . Leese le ti es Se eat ae 4 Pos 

On9 ge Cae 











Pret ho et Belen 
ah = 2004 Lp Op cc aye wed 7 oe 














he ppl ad hen Woven owet a5 TOE h PREC oe Pongh-hp 4) 
oh 5 at erat 8 OMe el Na gee Dae ae on so ames Q 
BY DED Ye. C8 h eC oh oO DS ant yh Paewels eee ol 
Bate CAMAC esp g= arte RP APU AND 24 Ab OEE Ooo, 
th eS Resi Rad gs gab a he we" 
CUT» PEMA nF OV RGD o* EPO ERE MMH. Ti ge oh IF ys dese BE Fin, 
FPF STE OS BLOM TUE AM Mig ge rh a OER, Ge ae, enelag ete (Oa Faken ang? aL 
: eM Dele Pts ee Pn, ee ee Pe oe ee Se Tas att et” ol 
Pa Fadeeie the Pe Pe ey ae PPLE lysed Whe SMe SPP Mom oleh nF ae ree tee so NDT ape S85 wy hl 
eee Tit te Pah et ee ye aoe arr wht to wh eh Oe Sesh a8 eg ETF Arden pigty Di 98", 
eet ees EOP ee foe er Ti Ame: abate a LOr ew ae OE OBO heres oe Wee eh 8 ey arm eqnysiet sa ee 
nd Ser phon Aetiey- Bod Heh" VAS) ee gi MT Oi Ree eed & -e oF ESA: ee onal a VRE Sage aesa “Pets! shy we apm BF Let OSE A hs | 
ye c.80e nve POO. taee) Fae PE PRS pare etc lee) eee oe tt ee eo ee a oe 
Cd Vek 700 pdr Fiat Sut tAL Sere KG h POL et en) ie) ie ee a oe POP LE a oY 
det Ed 88 Oy qe’ gd a Te b pean Fy tie Cake Pasa  Fese eh aA Be PERERA ob lm: gh BVP = ip has 
. Pte Goma, & SH. Mee vars _. Fie da Pes Vee ak Seghn te feek = ak Eel. yt 
CeO 1S an sae Sot oi PLES ee FT ER CS ome 
eer et ae eee Aah eQe r 
PPAT Fre myha VHB Se Ses /Red «ak “BOse 
$6 peerage ee Lapa eed 7 er? 
sect SutEv= (+ ceeY_ rat nye coed! 
Ce etl a) eel eee Le oe 
De es Me) al, Rd oh es a 
2 apne tera Ok eR sane . 
eat beh takin ie inate Lido 
Soe Rem ePabbae Pe 


Meee Reed Seow dot Lhe Wyk ea rhs: 
ri oanlertyie tray ag! lee 














Oe PE 
Reade Pelee? Pots des ah. i) 





OP dt le te Se ee 
2 rele y PU. ee Fe Be Byres Ree Fs ha MO 
Pa Fa eT Bae, reg 











Pete KET BAe, 
eS rer.9. 



























uF? eI, Ble ys a 
PF ON ee RS Bee, is 
dad tp preggo LHe AK 2400 78 —bua ne. ie 
Lanuhtleh dadaentintacatiet dente eT ae 
OE PE ADU A a aS) Oe Bay 















Sod oe rH Ape kane ki 
eer cian con em ppeer. * 








Sot eG OE FOE Kt he faa we 


Ate Shea Rev Ee sde Ses 59.09: F on Re Mamie ye Ld dy 


PEBLWA ep Cyrete ty ty 2, LA Bt Calton 
: Ra had pj 
c* Pant pre PugePr@ndry -Hareoaee abe, 
Kuh 0 67 ae, Pig: B4O ees Weezy @ 
Ath Motel beat ora el 








A - é : . ae Fhe wm PRS wows 
re 1. = tte. 7 #a ee he eG RU VE We ey ete 
Ree ocotes oo q : o3 ay 186 CU Pe moe seers PIP Soe c 
SP ts Pee oy R. * ‘ 5 Cer ere er ree i Pwo eee ee eeg esters. 
= ‘ ' ee NERA SIN Le a Pah weiter ae eet he | oe 

OTD FUT Fee Fe FU eg PTE, EO RPE CREEP Heed Se PEVIRM WED o® Ene ohare Pein ETOP PER EUS ASP ame due aPdy 
tae C8 Oe STE she he PES SAINI os 4S 4S ay a, Sv PRET Re Me Boa T Akt Ch akin Sh gta siding, Bree LGA ieEe tea eh. rare 















PU ge Dun hat 5 re rot ee! 




















Bu Miearen wt wwe o Srtet Lt ate Shs Fut [Edt yh. e Fag esT Sean HA Mesa “AG keRE mS aI py A RMere ADSL PRAT, thre eGrete- Vapetorm » Uy tate Bah tb ah 8 
Fr ne lqRgca' ‘ B ateisuie y Pee ee ae SP Seeker t a Fteyts . Ce PIE oO s Fee URE PAO ke Ye 6 DF gd ot ee FE Ty 0? ae ek Ah os Ab Rr eel ge pe 
OT ey ee aD ‘aon gh fF ha: yb 9. BPEL Oe VOPR FERNS typ RETF 48 OEE aS OE lh PLY Se hy ew ta dk dsl ateahs: 
ws: FacfoRs POP a . , Bea ahah Kas BE MPL SEO TL 6 PTD oo alh jae t Se~9 59S * o.4g 
OER AN ee ee oe , ne Ape eres att pi erew SeNPRO ee D EARL Pad fee rhe $F - e620 LET he Mery eh ge DIA tina Caney Peet ares 
2, = Bt, a is = gts end o, Pe AL, OUD Fak yee sale POR eer he PO 8 Tome ater, (ste - Fe 
“Pure » Oe BSee Tete phic p aie 4 aah TORRE: “este ey Livteasl Tye el We Se (Mead, Saree, 





5 5 nx 6s 9 1 ot ee, J 
oer oee i820 PQ Or ae 56h) woe g Cn On ahs] che ee PS HEED Por cae A RS 
hives 4 i ktd add chee the er em de ae Ce 
L4gp Ss gad Re BO UTA FEET wr aR AS) FogsoEs vowel at nel LeU asp teh GWE Ph eee Ey 
OPES OES te ee pds BY LPIE HOO” A ree Ks ht Boe 
Sh att ead : Ww ase CNW OEE) Bs cere 
Mate = Aah Satay Baetor * i beac tn bbe g PS AMY ¥ delenit nant die! Serb arwk Pye Sy 

' fad unten, “agate 

CChVAT VEO DK Tames 











DED egee Lab FEswOhalh yy ie! Tt Fae beeen, x ; 
Parietal) a lh ne Ct Ge es FRE TE Oe hee AG 
6 LWP ahha peat d PEABO Ad yt OBES 08d Sede Cate Grn, 2d Chel -iyowigg "MA TS 

28 the MAW te TRU lee VP wee eo pepe sy ele tm: Ses aers atl get eT hp igs 


Boe TEs 
Ae Mae a OEE Pah ey 



























2 ONe nat beey BIA renames re 66.79 Cam iy haya Le aya724"> Paar 
ha ete P 71) Pesan RMT AIS LI Re D, Wags Be Setar. 
mca p p teeta 5 0 Ratt ppt 8s Mle Rh ay Tho't Bg OS. Ore Reske, Pip Ane Uyeerka puseetpeens 
z , . * . 
gS tore cosy ARG pes tanhire sat Lat SES NTC a arom rete? 
Lda en ne Be ree Se ACM ap ATO Shp eel oe chet Sey WAFES © Conon pC pret essSae st, 
Benq ac day (ia werk tec EUi= OFAN Pane ahe Eaehy® went TEE. Fabs dpuree 
PE A Cee yp we FN FITS OV PROD Fhe Fahy OTTER GP Ah eh ole & 
q Sotat dust ey Ma R Re ghee aeEay gts 2 died re 
eS erheteay Key tie Seed pUneIesd piatrhe tt 
Pe eal ee Set Ciera me ee | 














Cheated 


he ae 
Oe My a8 bod pani chy ei oe . 











ye Fyre Aa 
als Sy 4 Pet faethe 











CCT Hebd are Fe Pee tag pape) ht eh Agee et 

Te et oe ee ee he er ee te To 
Rote F8 fe Oe POF, AP treated pee Rate any (UP ar ele ppt YS weed 

art re , Tetons fee tee See et ee 








iu © 
yaks 





"2 Caras re én. 
a. 

















watt a sinh= 
praereeas crv eee 4 


ere ee ree eT ier te 
C0 VE Oe cake Prong as a ahh EB oe nk Fe Sx? 0 8e tee gt OF tee wd 
APTI eA sag eee cat irk pigke' <2 Wes te 
Tei Awerasd « 





OP PRE. an bees Vege UP tase lM sh ete cg eUbet yt 


pe 5 
wre fh Poe eke, 2 rhe 


rT 72 
L Cay que hal Bag dF Bee 044 bre es mp aly 


a FOUN BFENIE G24 oaPe he- 

PP TACO gE =F 9 RY : . : e : ethers th Faedhckes 4 ame 
Pato - Eten ter, ? : P j : yr . . % + wea = Re v. ¥ : . ‘ oS Lae ahaa oe Kr, 
bP APEC AUt: Petoee, : " : “USCS sae 

Fe Cah De Soe Ar unas i ele wise i: eee ete a ee et RE ae ee te ea a 

10 ig 88 WERMS es SEP V ESD Ge hyd toate Rey TS Yer sue » oR OLA SEt phot Be Be ea petal ols Snip ag. Syke tee paAde ares F-3 7 

2 VP Bw #1 Aes styl Pee a ee le Pees ea es) -9% 

FUarengrs tz ie + © Pen 





























blah Ae * CE a td 0 3 
wr SeoO-tapat £ Fisiwanen nes eseras maa Pre bp ev Efe te wee 
Pe a ee ee Pe 2ebyrZTe 

#8, 














pew? £ UR eeG Deh Eady ay8y 
prt edt edadoe oe calle tL 
AFORE Th wb Spa yees pat ape 





